Network Anomaly Detection with Incomplete Audit Data

Animesh Patcha

Dissertation submitted to the Faculty of the
Virginia Polytechnic Institute and State University
in partial fulfillment of the requirements for the degree of

Doctor of Philosophy
in
Computer Engineering

Dr. Jung-Min Park, Chair
Dr. Luiz A. DaSilva
Dr. Y. Thomas Hou
Dr. Sandeep K. Shukla
Dr. Christopher L. North

July 6, 2006
Blacksburg, Virginia

Keywords: Anomaly detection, denial-of-service, expectation-maximization,
high speed networks, weighted sampling

c Copyright 2006, Animesh Patcha
°

Network Anomaly Detection with Incomplete Audit Data
Animesh Patcha
(ABSTRACT)

With the ever increasing deployment and usage of gigabit networks, traditional network
anomaly detection based intrusion detection systems have not scaled accordingly. Most,
if not all, systems deployed assume the availability of complete and clean data for the
purpose of intrusion detection. We contend that this assumption is not valid. Factors like
noise in the audit data, mobility of the nodes, and the large amount of data generated by
the network make it difficult to build a normal traffic profile of the network for the purpose
of anomaly detection.
From this perspective, the leitmotif of the research effort described in this dissertation is
the design of a novel intrusion detection system that has the capability to detect intrusions
with high accuracy even when complete audit data is not available. In this dissertation,
we take a holistic approach to anomaly detection to address the threats posed by network
based denial-of-service attacks by proposing improvements in every step of the intrusion
detection process. At the data collection phase, we have implemented an adaptive sampling scheme that intelligently samples incoming network data to reduce the volume of
traffic sampled, while maintaining the intrinsic characteristics of the network traffic. A
Bloom filters based fast flow aggregation scheme is employed at the data pre-processing
stage to further reduce the response time of the anomaly detection scheme. Lastly, this
dissertation also proposes an expectation-maximization algorithm based anomaly detection scheme that uses the sampled audit data to detect intrusions in the incoming network
traffic.
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Chapter 1
Introduction

Today, the Internet along with the corporate network plays a major role in creating and
advancing new business avenues. Business needs have motivated enterprises and governments across the globe to develop sophisticated, complex information networks. Such
networks incorporate a diverse array of technologies that include distributed data storage
systems, encryption and authentication techniques, voice and video over IP, remote and
wireless access, and web services. Moreover, corporate networks have become more accessible; for instance, most businesses allow access to their services on their internal networks via extranets to their partners, enable customers to interact with the network through
e-commerce transactions, and allow employees to tap into company systems through virtual private networks.
The aforementioned access points make today’s networks more vulnerable to intrusions
and attacks. Cyber-crime is no longer the prerogative of the stereotypical hacker. Joining ranks with the hackers are disgruntled employees, unethical corporations, and even
1
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terrorist organizations. With the vulnerability of present-day software and protocols combined with the increasing sophistication of attacks, it comes as no surprise that networkbased attacks are on the rise [84, 98, 112, 124]. The 2005 annual Computer Crime and
Security survey [49], jointly conducted by the Computer Security Institute and the FBI,
indicated that the financial losses incurred by the respondent companies due to network
attacks/intrusions was in the vicinity of US $130 million. In another survey commissioned
by VanDyke Software in 2003, some 66 percent of the companies stated that they perceived
system penetration to be the largest threat to their enterprises. Although 86 percent of the
respondents used firewalls, their consensus was that firewalls by themselves are not sufficient to provide adequate protection. Moreover, according to recent studies, an average of
twenty to forty new vulnerabilities in commonly used networking and computer products
are discovered every month. Such wide-spread vulnerabilities in software add to today’s
insecure computing/networking environment. This insecure environment has given rise to
the ever evolving field of intrusion detection and prevention. The cyberspace’s equivalent
to the burglar alarm, intrusion detection systems complement the beleaguered firewall.
An intrusion detection system gathers and analyzes information from various areas within
a computer or a network to identify possible security breaches. In other words, intrusion
detection is the act of detecting actions that attempt to compromise the confidentiality,
integrity or availability of a system/network. Traditionally, intrusion detection systems
have been classified as signature detection systems, anomaly detection systems or a hybrid/compound detection systems. A signature detection system identifies patterns of traffic or application data presumed to be malicious while anomaly detection systems compare
activities against a “normal” baseline. On the other hand, a hybrid intrusion detection system combines the techniques of the two approaches. Both signature detection and anomaly
detection systems have their share of advantages and drawbacks. The primary advantage
of signature detection is that known attacks can be detected fairly reliably with a low false

3
positive rate. The major drawback of the signature detection approach is that such systems
typically require a signature to be defined for all of the possible attacks that an attacker
may launch against a network. The biggest advantage of anomaly detection systems is that
profiles of normal activity are customized for every system, application and/or network,
and therefore making it very difficult for an attacker to know with certainty what activities
it can carry out without getting detected. However, the anomaly detection approach also
has its share of drawbacks: the intrinsic complexity of the system and the difficulty of
associating alarms with the specific events that triggered those alarms.
However, most intrusion detection systems have not been able to keep up with the advances
in high speed networking. Intrusion detection products, currently deployed in gigabit networks, need significant improvements before they can offer adequate protection against
attacks. A majority of the products in the market today can detect less than half of the
attacks directed at them, even though many of those attacks are well documented [130].
Therefore the leitmotif of this dissertation is the development of a network based anomaly
detection system that can detect intrusions/attacks in a large, high volume and high speed
enterprise network.

1.1

Problem Statement

With the ever increasing deployment and usage of gigabit networks, traditional network
anomaly detection based intrusion detection systems have not scaled accordingly. Most,
if not all, systems deployed assume the availability of complete and clean audit data for
the purpose of intrusion detection. We contend that this assumption is not valid anymore
and that existing intrusion detection systems, when applied to high speed networks and/or
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wireless networks are limited in a number of ways. Firstly, factors like noise in the audit
data and the mobility of the nodes make it difficult to build a normal profile of the network for the purpose of anomaly detection. Secondly, existing network-based intrusion
detection sensors can barely keep up with bandwidths of a few hundred Mbps. From this
perspective, this research explores a sampling based approach to intrusion detection, and,
proposes efficient methods to detect intrusions in the absence of complete audit data within
the framework of network anomaly detection.

1.2

Background and Motivation

Intrusion detection in high speed networks has been a much debated topic in the intrusion
detection community. An argument [64] that has often been made against intrusion detection in high speed networks is the inability of current techniques to process the incoming
audit data at high speeds. A process that is made more difficult with the widespread use
of encrypted communication. Others have proposed a distributed architecture to deal with
the heavy load of network traffic. Irrespective of which viewpoint is accepted, analysis of
network traffic on high-speed links still represents a fundamental need in many practical
network installations.
From the research perspective, very few papers have been published that deal with the
problem of intrusion detection in high-speed networks. In 1999, Sekar et al. [107] described an approach for high performance analysis of network data, but unfortunately their
approach did not provide experimental data based on live traffic analysis. More recently,
researchers have been looking at hardware based solutions that use field programmable
gate arrays (FPGA) and network cards equipped with a NPU (Network Process Unit). The
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advantage of a hardware based approach is that hardware solutions are able to compute
traffic statistics directly on the card without having to move all the traffic to the computer.
Kruegel et al. [64] describe a hardware architecture that splits incoming traffic into several
intrusion detection sensors that work in parallel to identify intrusion attempts. An entirely
different approach was proposed by Franklin et al. [59]. Their approach is to build an
intrusion detection system using Non-Deterministic Finite Automata (NFA). The NFA approach has the advantage of being able to match quite complex regular expressions without
the need to convert the NFA into a Deterministic Finite Automata (DFA). One drawback
of this approach is the fact that it does not support dynamic reconfiguration. As a result,
the FPGA designs need to be re-compiled following rule changes. The scheme proposed
by Franklin et al. operates on a 8-bit data block and achieves FPGA clock rates of 30-120
MHz, dependent on the regular expression complexity.
However, hardware-based solutions such as the ones mentioned above have certain drawbacks; these include the following: (1) They are expensive; (2) They are available only for
a few media types, usually for Ethernet and a few others; and (3) They have little memory
on board, thus dramatically limiting the size of programs that can run on the card itself.
A number of commercial products have come out onto the market to respond to the need
for high speed intrusion detection systems. A number of vendors now claim to have sensors that can operate on high-speed ATM or Gigabit Ethernet links. For example, ISS [60]
offers NetICE Gigabit Sentry, a system that is designed to monitor traffic on high-speed
links. ISS advertises the system as being capable of performing protocol reassembly and
analysis for several application-level protocols (e.g., HTTP, SMTP, and POP) to identify
malicious activities. The tool claims to be the first network based intrusion detection system that can handle full Gigabit speeds. However, testbed based experimentation [130]
have shown that under real world conditions GigaSentry can only capture slightly more
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than 500,000 packets/second.
Other intrusion detection system vendors (like Cisco [19]) offer comparable products with
similar features. Unfortunately, no experimental data gathered on real networks is presented in their analysis. For example, TopLayer Networks [87], advertises a switch that
can keep track of application-level sessions. In this product, the network traffic is split
with regard to the individual sessions and forwarded to several intrusion detection sensors.
Packets that belong to the same session are sent through the same link. This allows sensors
to detect multiple steps of an attack within a single session. Unfortunately, the correlation
of information between different sessions is not supported. This could result in undetected
attacks when attacks are performed against multiple hosts (e.g., ping sweeps) or performed
across multiple sessions.
For a more detailed description of related work in the domain of anomaly detection, the
reader is directed to Section 2.2 in Chapter 2.

1.3

Research Contribution

The overarching goal of the research presented in this dissertation was the development of
an anomaly detection scheme that could detect network based intrusions in high bandwidth
networks. Although there have been recent attempts [37, 39] to train anomaly detection
models over noisy data, to the best of our knowledge, the research presented in this document is the first attempt to investigate the effect of incomplete data sets on the anomaly
detection process.
The motivation behind our intrusion detection framework is straightforward: sampling
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reduces the amount of audit data that needs to be processed, thereby enabling real time
anomaly detection even in high-speed networks. In typical cases, sampling would lead to
loss of information, leading to inaccurate predictions and/or false alarms. To avoid such a
scenario, and, to achieve the aforementioned goal viz. detecting network based intrusions
with incomplete audit data, this dissertation presents an intrusion detection scheme christened SCAN (Stochastic Clustering Algorithm for Network anomaly detection). SCAN
consists of the following two modules:

• An adaptive sampling module that intelligently adapts the sampling rate to sample
packets geared towards intelligent sampling for anomaly detection,
• A predictive data mining based anomaly detection module that has the capability to
estimate the missing data and reduce the occurrence of false alarms,

At the core of SCAN is a stochastic clustering algorithm which is based on an improved
version of the Expectation–Maximization (EM) algorithm [26]. The EM algorithm’s speed
of convergence was accelerated by using a combination of Bloom filters, data summaries
and associated arrays. The advantage of using the EM algorithm is that unlike other imputation techniques, EM computes the maximum likelihood estimates in parametric models
based on prior information. The clustering approach that we propose can be used to process incomplete and unlabeled data. To the best of our knowledge, there have been no
prior attempts to investigate the effects of incomplete audit data in anomaly detection.
The salient features of SCAN are:

• Ability to intelligently sample incoming network traffic to reduce the amount of
audit data that needs to be processed without losing the inherent characteristics of
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the network traffic.
• Ability to detect anomalies with a high degree of accuracy in the absence of complete audit data.

1.4

Document Organization

This dissertation follows the following outline. Chapter 1 introduces some basic concepts, outlines the problems in current intrusion detection systems when applied to high
speed networks and provides the motivation and justification for the work described in this
dissertation. Chapter 2 describes related work in the domain of anomaly detection and outlines the problems with current approaches. In Chapter 3 we give a brief background on
sampling techniques and describe the adaptive sampling algorithm that forms an integral
part of SCAN. Chapter 3 is followed by Chapter 4 where we present the system design of
SCAN and discuss the individual modules that comprise it. Chapter 5 presents the analysis
and results of the evaluation of the proposed anomaly detection scheme. Finally, Chapter 6
presents the conclusions, summarizes the contributions of this dissertation, and discusses
directions for future research.

Chapter 2
Background

This chapter presents a comprehensive survey of recent literature in the domain of anomaly
detection. In doing so, we attempt to assess the ongoing work in this area as well as
consolidate the existing results. The remainder of this chapter is organized as follows.
In Section 2.1, we define intrusion detection, put forth the generic architectural design
of an intrusion detection system, and highlight the three main techniques for detecting
intrusions/attacks in computer networks and systems. In Section 2.2, we describe the
premise of anomaly detection and provide detailed discussions on the various techniques
used in anomaly detection. We conclude the chapter by highlighting on recently proposed
hybrid systems in Section 2.3.

9
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2.1

Intrusion Detection

An intrusion detection system is a software tool used to detect unauthorized access to a
computer system or network. An intrusion detection system is capable of detecting all
types of malicious network traffic and computer usage. This includes network attacks
against vulnerable services, data driven attacks on applications, host-based attacks-such
as privilege escalation, unauthorized logins and access to sensitive files-and malware. An
intrusion detection system is a dynamic monitoring entity that complements the static
monitoring abilities of a firewall. An intrusion detection system monitors traffic in a network in promiscuous mode, very much like a network sniffer. The network packets that
are collected are analyzed for rule violations by a pattern recognition algorithm. When
rule violations are detected, the intrusion detection system alerts the administrator.
One of the earliest work that proposed intrusion detection by identifying abnormal behavior can be attributed to Anderson [5]. In his report, Anderson presents a threat model that
classifies threats as external penetrations, internal penetrations, and misfeasance, and uses
this classification to develop a security monitoring surveillance system based on detecting
anomalies in user behavior. External penetrations are defined as intrusions that are carried out by unauthorized computer system users; internal penetrations are those that are
carried out by authorized users who are not authorized for the data that is compromised;
and misfeasance is defined as the misuse of authorized access both to the system and to its
data.
In a seminar paper, Denning [27] puts forth the idea that intrusions to computers and
networks could be detected by assuming that users of a computer/network would behave
in a manner that enables automatic profiling. In other words, a model of the behavior
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of the entity being monitored could be constructed by an intrusion detection system, and
subsequent behavior of the entity could be verified against the entity’s model. In this
model, behavior that deviates sufficiently from the norm is considered anomalous. In
the paper, Denning mentioned several models that are based on statistics, Markov chains,
time-series etc.
Security Officers Response to Intrusion

Monitored Entity

Audit Collection

Configuration
Data

Reference Data

Audit Storage

Analysis and Detection

Entity Security
Authority

Alarm

Active/Processing Data
Active Intrusion Response

Figure 2.1: Organization of a generalized intrusion detection system [6].
In a much cited survey on intrusion detection systems, Axelsson [3] put forth a generalized
model of a typical intrusion detection system. Figure 2.1 depicts such a system where
solid arrows indicate data/control flow while dotted arrows indicate a response to intrusive
activity. According to Axelsson, the generic architectural model of an intrusion detection
system contains the following modules:

Audit data collection: This module is used in the data collection phase. The data collected in this phase is analyzed by the intrusion detection algorithm to find traces

12
of suspicious activity. The source of the data can be host/network activity logs,
command-based logs, application-based logs, etc.
Audit data storage: Typical intrusion detection systems store the audit data either indefinitely or for a sufficiently long time for later reference. The volume of data is often
exceedingly large. Hence, the problem of audit data reduction is a major research
issue in the design of intrusion detection systems.
Analysis and detection: The processing block is the heart of an intrusion detection system. It is here that the algorithms to detect suspicious activities are implemented.
Algorithms for the analysis and detection of intrusions have been traditionally classified into three broad categories: signature (or misuse) detection, anomaly detection
and hybrid (or compound) detection.
Configuration data: The configuration data is the most sensitive part of an intrusion detection system. It contains information that is pertinent to the operation of the intrusion detection system itself such as information on how and when to collect audit
data, how to respond to intrusions, etc.
Reference data: The reference data storage module stores information about known intrusion signatures (in the case of signature detection) or profiles of normal behavior
(in the case of anomaly detection). In the latter case, the profiles are updated when
new knowledge about system behavior is available.
Active/processing data: The processing element must frequently store intermediate results such as information about partially fulfilled intrusion signatures.
Alarm: This part of the system handles all output from the intrusion detection system.
The output may be either an automated response to an intrusion or a suspicious
activity alert for a system security officer.
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Historically, intrusion detection research has concentrated on the analysis and detection
stage of the architectural model shown in figure 2.1. As mentioned above, algorithms for
the analysis and detection of intrusions/attacks are traditionally classified into the following three broad categories:

• Signature or misuse detection is a technique for intrusion detection that relies on a
predefined set of attack signatures. By looking for specific patterns, the signature
detection-based intrusion detection systems match incoming packets and/or command sequences to the signatures of known attacks. In other words, decisions are
made based on the knowledge acquired from the model of the intrusive process and
the observed trace that it has left in the system. Legal or illegal behavior can be
defined and compared with observed behavior. Such a system tries to collect evidence of intrusive activity irrespective of the normal behavior of the system. One of
the chief benefits of using signature detection is that known attacks can be detected
reliably with a low false positive rate. The existence of specific attack sequences ensures that it is easy for the system administrator to determine exactly which attacks
the system is currently experiencing. If the audit data in the log files do not contain
the attack signature, no alarm is raised. Another benefit is that the signature detection system begins protecting the computer/network immediately upon installation.
On the other hand, one of the biggest problems with signature detection systems
is maintaining state information of signatures in which an intrusive activity spans
multiple discrete events-that is, the complete attack signature spans multiple packets. Another drawback is that the signature detection system must have a signature
defined for all of the possible attacks that an attacker may launch. This requires
frequent signature updates to keep the signature database up-to-date.
• An anomaly detection system first creates a baseline profile of the normal system,
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network, or program activity. Thereafter, any activity that deviates from the baseline
is treated as a possible intrusion. Anomaly detection systems offer several benefits.
First, they have the capability to detect insider attacks. For instance, if a user or
someone using a stolen account starts performing actions that are outside the normal
user-profile, an anomaly detection system generates an alarm. Second, because the
system is based on customized profiles, it is very difficult for an attacker to know
with certainty what activity it can carry out without setting off an alarm. Third,
an anomaly detection system has the ability to detect previously unknown attacks.
This is due to the fact that a profile of intrusive activity is not based on specific
signatures representing known intrusive activity. An intrusive activity generates an
alarm because it deviates from normal activity, not because someone configured the
system to look for a specific attack signature. Anomaly detection systems, however,
also suffer from several drawbacks. The first obvious drawback is that the system
must go through a training period in which appropriate user profiles are created by
defining “normal” traffic profiles. Moreover, creating a normal traffic profile is a
challenging task. The creation of an inappropriate normal traffic profile can lead to
poor performance. Maintenance of the profiles can also be time-consuming. The
biggest drawback is the complexity of the system and the difficulty of associating
alarms with the specific events that triggered them.
• A hybrid or compound detection system combines both approaches. In essence, a
hybrid detection system is a signature inspired intrusion detection system that makes
a decision using a “hybrid model” that is based on both the normal behavior of the
system and the intrusive behavior of the attackers.
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2.2

Anomaly Detection Techniques

An anomaly detection approach usually consists of two phases: a training phase and a
testing phase. In the former, the normal traffic profile is defined; in the latter, the learned
profile is applied to new data.

2.2.1 Premise of Anomaly Detection
The central premise of anomaly detection is that intrusive activity is a subset of anomalous
activity [65]. If we consider an intruder, who has no idea of the legitimate user’s activity
patterns, intruding into a host system, there is a strong probability that the intruder’s activity will be detected as anomalous. In the ideal case, the set of anomalous activities will be
the same as the set of intrusive activities. In such a case, flagging all anomalous activities
as intrusive activities results in no false positives and no false negatives. However, intrusive activity does not always coincide with anomalous activity. Kumar and Stafford [65]
suggested that there are four possibilities, each with a non-zero probability:

• Intrusive but not anomalous: These are false negatives. An intrusion detection system fails to detect this type of activity as it is not anomalous. These are called
false negatives because the intrusion detection system falsely reports the absence of
intrusions.
• Not intrusive but anomalous: These are false positives. In other words, the activity
is not intrusive, but because it is anomalous, an intrusion detection system reports it
as intrusive. These are called false positives because an intrusion detection system

16
falsely reports intrusions.
• Not intrusive and not anomalous: These are true negatives; the activity is not intrusive and is not reported as intrusive.
• Intrusive and anomalous: These are true positives; the activity is intrusive and is
reported as such.

When false negatives need to be minimized, thresholds that define an anomaly are set low.
This results in many false positives and reduces the efficacy of automated mechanisms for
intrusion detection. It creates additional burdens for the security administrator as well,
who must investigate each incident and discard false positive instances.

2.2.2 Techniques Used in Anomaly Detection
In this subsection, we review a number of different architectures and methods that have
been proposed for anomaly detection. These include statistical anomaly detection, datamining based methods, and machine learning based techniques.

2.2.2.1

Statistical Anomaly Detection

In statistical methods for anomaly detection, the system observes the activity of subjects
and generates profiles to represent their behavior. The profile typically includes such measures as activity intensity measure, audit record distribution measure, categorical measures
(the distribution of an activity over categories) and ordinal measure (such as CPU usage).
Typically, two profiles are maintained for each subject: the current profile and the stored
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profile. As the system/network events (viz. audit log records, incoming packets etc.) are
processed, the intrusion detection system updates the current profile and periodically calculates an anomaly score (indicating the degree of irregularity for the specific event) by
comparing the current profile with the stored profile using a function of abnormality of all
measures within the profile. If the anomaly score is higher than a certain threshold, the
intrusion detection system generates an alert.
Statistical approaches to anomaly detection have a number of advantages. Firstly, these
systems do not require prior knowledge of security flaws and/or the attacks themselves.
As a result, such systems have the capability of detecting “zero day” or the very latest attacks. In addition, statistical approaches can provide accurate notification of portscanning
activities. Typically, the distribution of portscans is highly anomalous in comparison to
the usual traffic distribution. This is particularly true when a packet has unusual features
(e.g., a crafted packet). With this in mind, even the portscans that are distributed over a
lengthy time frame will be recorded because they will be inherently anomalous. However,
statistical anomaly detection schemes also have drawbacks. Skilled attackers can train a
statistical anomaly detection to accept abnormal behavior as normal. It can also be difficult
to determine thresholds that balance the likelihood of false positives with the likelihood
of false negatives. In addition, statistical methods need accurate statistical distributions
but not all behaviors can be modeled using purely statistical methods. In fact, a majority of the proposed statistical anomaly detection techniques require the assumption of a
quasi-stationary process, which cannot be assumed for most data processed by anomaly
detection systems. Models that do not make this assumption are more complex and require
greater processing time.
Haystack [111] is one of the earliest examples of a statistical anomaly-based intrusion
detection system. It used both user and group-based anomaly detection strategies, and
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modeled system parameters as independent, Gaussian random variables. Haystack defined a range of values that were considered normal for each feature. If during a session,
a feature fell outside the normal range, the score for the subject was raised. Assuming
the features were independent, the probability distribution of the scores was calculated.
An alarm was raised if the score was too large. Haystack also maintained a database of
user groups and individual profiles. If a user had not previously been detected, a new user
profile with minimal capabilities was created using restrictions based on the user’s group
membership. It was designed to detect six types of intrusions: attempted break-ins by
unauthorized users, masquerade attacks, penetration of the security control system, leakage, DoS attacks and malicious use. One drawback of Haystack was that it was designed
to work offline. The attempt to use statistical analyses for real-time intrusion detection
systems failed, since doing so required high-performance systems. Moreover, statistical
measurements can analyze one activity only, but not a sequence of activities. This feature
severely limited the usefulness of such systems in terms of the number of attacks they can
detect, since most attacks consist of a sequence of actions.
One of the earliest intrusion detection systems was developed at the Stanford Research
Institute (SRI) in the early 1980’s and was called the Intrusion Detection Expert System (IDES) [28, 78]. IDES was a system that continuously monitored user behavior and
detected suspicious events as they occurred. In IDES, intrusions could be flagged by detecting departures from established normal behavior patterns for individual users. As the
analysis methodologies developed for IDES matured, scientists at SRI developed an improved version of IDES called the Next-Generation Intrusion Detection Expert System
(NIDES) [3, 4]. NIDES was one of the few intrusion detection systems of its generation
that could operate in real time for continuous monitoring of user activity or could run in
a batch mode for periodic analysis of the audit data. However, the primary mode of operation of NIDES was to run in real-time. A flow chart describing the real time operation
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of NIDES is shown in figure 2.2. Unlike IDES, which is an anomaly detection system,
NIDES is a hybrid system that has an upgraded statistical analysis engine. In both IDES
and NIDES, a profile of normal behavior based on a selected set of variables is maintained
by the statistical analysis unit. This enables the system to compare the current activity of
the user/system/network with the expected values of the audited intrusion detection variables stored in the profile and then flag an anomaly if the audited activity is sufficiently far
from the expected behavior. Each variable in the stored profile reflects the extent to which
a particular type of behavior is similar to the profile built for it under “normal conditions”.
The way that this is computed is by associating each measure/variable to a corresponding
random variable. The frequency distribution is built and updated over time, as more audit
records are analyzed. It is computed as an exponential weighted sum with a half-life of
30 days. This implies that the half-life value makes audit records that were gathered 30
days in the past to contribute with half as much weight as recent records; those gathered
60 days in the past contribute one-quarter as much weight, and so on. The frequency distribution is kept in the form of a histogram with probabilities associated with each one of
the possible ranges that the variable can take. The cumulative frequency distribution is
then built by using the ordered set of bin probabilities. Using this frequency distribution,
and the value of the corresponding measure for the current audit record, it is possible to
compute a value that reflects how far away from the “normal” value of the measure the
current value is. The actual computation in NIDES [4] renders a value that is correlated
with how abnormal this measure is. Combining the values obtained for each measure and
taking into consideration the correlation between measures, the unit computes an index of
how far the current audit record is from the normal state. Records beyond a threshold are
flagged as possible intrusions.
However the techniques used in [3, 4] have several drawbacks. Firstly, the techniques are
sensitive to the normality assumption. If data on a measure are not normally distributed,
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Figure 2.2: Flow chart of real time operation in NIDES [4].
the techniques would yield a high false alarm rate. Secondly, the techniques are predominantly univariate in that a statistical norm profile is built for only one measure of the
activities in a system. However, intrusions often affect multiple measures of activities
collectively.
Anomalies resulting from intrusions may cause deviations on multiple measures in a collective manner rather than through separate manifestations on individual measures. To
overcome the latter problem, Ye et al. [126] presented a technique that used the Hotellings
T 2 test 1 to analyze the audit trails of activities in an information system and detect host
1

0

The Hotelling’s T 2 test statistic for an observation xi is determined as T 2 = n (xi −x̄) W−1 (xi −x̄)
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based intrusions. The assumption is that host based intrusions leave trails in the audit data.
The advantage of using the Hotellings T 2 test is that it aids in the detection of both counterrelationship anomalies as well as mean-shift anomalies. In another paper, Kruegel et
al. [62] show that it is possible to find the description of a system that computes a payload
byte distribution and combines this information with extracted packet header features. In
this approach, the resultant ASCII characters are sorted by frequency and then aggregated
into six groups. However, this approach leads to a very coarse classification of the payload.
The primary problem with network based anomaly detection is that a globally accepted
norm for what constitutes a normal profile does not exist. Maxion et al. [83] characterized
the normal behavior in a network by using different templates that were derived by taking
the standard deviations of Ethernet load and packet count at various periods in time. An
observation was declared anomalous if it exceeded the upper bound of a predefined threshold. However, Maxion et al. did not consider the non-stationary nature of network traffic
which would have resulted in minor deviations in network traffic to go unnoticed.
Mahoney et al. in [80–82] experimented with anomaly detection over the DARPA network data [76] by range matching network packet header fields. PHAD (Packet Header
Anomaly Detector) [80], LERAD (LEarning Rules for Anomaly Detection) [81] and ALAD
(Application Layer Anomaly Detector) [82] use time-based models in which the probability of an event depends on the time since it last occurred. For each attribute, they collect
a set of allowed values and flag novel values as anomalous. PHAD, ALAD, and LERAD
differ in the attributes that they monitor. PHAD monitors 33 attributes from the Ethernet, IP and transport layer packet headers. ALAD models incoming server TCP requests:
source and destination IP addresses and ports, opening and closing TCP flags, and the
where x̄ denote an observation of p measures on a processor system at time i and W is the sample variance.
A large value of T 2 indicates a large deviation observation xi from the in-control population.
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list of commands (the first word on each line) in the application payload. Depending
on the attribute, it builds separate models for each target host, port number (service), or
host/port combination. LERAD also models TCP connections. Even though, the data set
is multivariate network traffic data containing fields extracted out of the packet headers,
the authors break down the multivariate problem into a set of univariate problems and sum
the weighted results from range matching along each dimension. While the advantage of
this approach is that it makes the technique more computationally efficient and effective at
detecting network intrusions, breaking multivariate data into univariate data has significant
drawbacks especially at detecting attacks. For example, in a typical SYN flood attack an
indicator of the attack, is having more SYN requests than usual, but observing a lower than
normal ACK rate. Because higher SYN rate or lower ACK rate alone can both happen in
normal usage (when the network is busy or idle), it is the combination of higher SYN rate
and lower ACK rate that signals the attack.
More recently, analytical studies on anomaly detection systems were conducted. Lee and
Xiang [71] used several information-theoretic measures, such as entropy and information
gain, to evaluate the quality of anomaly detection methods, determine system parameters,
and build models. These metrics help one to understand the fundamental properties of
audit data. The highlighting features of some of the schemes surveyed in this section are
presented in Table 1.

2.2.2.2

Machine Learning based Anomaly Detection

Machine learning can be defined as the ability of a program and/or a system to learn and
improve their performance on a certain task or group of tasks over time. Machine learning aims to answer many of the same questions as statistics or data mining. However,
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unlike statistical approaches which tend to focus on understanding the process that generated the data, machine learning techniques focus on building a system that improves its
performance with experience.

System Call and Sequence Analysis One of the widely used machine learning techniques for anomaly detection involves learning the behavior of a program and recognizing
significant deviations from the normal. In a seminal paper, Forrest et al. [42] established
an analogy between the human immune system and intrusion detection. They did this by
proposing a methodology that involved analyzing a program’s system call sequences to
build a normal profile. In their paper, they analyzed several UNIX based programs like
sendmail, lpr etc. and showed that correlations in fixed length sequences of system calls
could be used to build a normal profile of a program. Therefore, programs that show sequences that deviated from the normal sequence profile could then be considered to be
victims of an attack. The system they developed was only used off-line using previously
collected data and used a quite simple table-lookup algorithm to learn the profiles of programs. Their work was extended by Hofmeyr et al. [55], where they collected a database
of normal behavior for each program of interest. Once a stable database is constructed for
a given program in a particular environment, the database was then used to monitor the
program’s behavior. The sequences of system calls formed the set of normal patterns for
the database, and sequences not found in the database indicated anomalies.
Another machine learning technique that has been frequently used in the domain of machine learning is the sliding window method. The sliding window method, a sequential
learning methodology, converts the sequential learning problem into the classical learning
problem. It constructs a window classifier hw that maps an input window of width w into
an individual output value y. Specifically, let d = (w−1)/2 be the “half-width” of the win-
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dow. Then hw predicts yi,t using the window hxi,t−d , xi,t−d+1 , ..., xi,t , ..., xi,t+d−1 , xi,t+d i.
The window classifier hw is trained by converting each sequential training example (xi , yi )
into windows and then applying a standard machine learning algorithms. A new sequence
x is classified by converting it to windows, applying hw to predict each yt and then concatenating the yt ’s to form the predicted sequence y. The obvious advantage of this sliding
window method is that permits any classical supervised learning algorithm to be applied.
However, the sliding window method gives adequate performance in many applications,
it does not take advantage of correlations between nearby yt values. To be more precise, the only relationships between nearby yt values that are captured are those that are
predictable from nearby xt values. If there are correlations among the yt values that are
independent of the xt values, then these are not captured. The sliding window method
has been successfully used in a number of machine learning based anomaly detection
techniques [21, 39, 121]. Warrender et al. [121] proposed a method that utilized sliding
windows to create a database of normal sequences for testing against test instances. Eskin et al. in [39], improved the traditional sliding window method by proposing a modeling
methodology that uses dynamic length of a sliding window depending on the context of
the system-call sequence.
However, system call based approaches for host based intrusion detection system suffer
from two drawbacks. Firstly, the computational overhead that is involved in monitoring
every system call is very high. This high overhead leads to a performance degradation of
the monitored system. The second problem is that system calls themselves are irregular
by nature. This irregularity leads to high false positive rate as it becomes difficult to
differentiate between normal and anomalous system calls.
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Bayesian Networks A Bayesian network is a graphical model that encodes probabilistic
relationships among variables of interest. When used in conjunction with statistical techniques, Bayesian networks have several advantages for data analysis [52]. Firstly, because
Bayesian networks encode the interdependencies between variables, they can handle situations where data is missing. Secondly, Bayesian networks have the ability to represent
causal relationships. Therefore, they can be used to predict the consequences of an action.
Lastly, because Bayesian networks have both causal and probabilistic relationships, they
can be used to model problems where there is a need to combine prior knowledge with
data. Several researchers have adapted ideas from Bayesian statistics to create models
for anomaly detection [63, 118, 127]. Valdes et al. [118] developed an anomaly detection
system that employed naı̈ve Bayesian

2

networks to perform intrusion detection on traf-

fic bursts. While the model, which is a part of EMERALD [100], has the capability to
potentially detect distributed attacks in which none of the attack sessions are individually
suspicious enough to generate an alert, it has a few disadvantages. First, as pointed out
in [63], the classification capability of naı̈ve Bayesian networks is identical to a threshold
based system that computes the sum of the outputs obtained from the child nodes. Secondly, because the child nodes do not interact between themselves and their output only
influences the probability of the root node, incorporating additional information becomes
difficult as the variables that contain the information cannot directly interact with the child
nodes.
Another area, within the domain of anomaly detection, where Bayesian techniques have
2

A naı̈ve Bayesian network is a restricted network that has only two layers and assumes complete in-

dependence between the information nodes (i.e., the random variables that can be observed and measured).
These limitations result in a tree-shaped network with a single hypothesis node (root node) that has arrows
pointing to a number of information nodes (child nodes). All child nodes have exactly one parent node, that
is, the root node, and no other causal relationship between nodes are permitted.
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been frequently used is the classification and suppression of false alarms. Kruegel et al. [63]
proposed a multi-sensor fusion approach where the outputs of different intrusion detection
systems sensors were aggregated to produce a single alarm. This approach is based on the
assumption that any anomaly detection technique cannot classify a set of events as intrusion with sufficient confidence. Although using the Bayesian for the intrusion detection or
intruder behavior prediction can be very appealing, there are some issues that one should
be concerned about them. Since the accuracy of this method is dependent on certain assumptions that are typically based on the behavioral model of the target system, deviating
from those assumptions will decrease its accuracy. Selecting an inaccurate model will lead
to an inaccurate detection system. Therefore, selecting an accurate model is the first step
towards solving the problem. Unfortunately selecting an accurate behavioral model is not
an easy task as typical systems and/or networks are complex.

Principal Components Analysis Typical datasets for intrusion detection are typically
very large and multidimensional. With the growth of high speed networks and distributed
network based data intensive applications storing, processing, transmitting, visualizing
and understanding the data is becoming more complex and expensive. To tackle the problem of high dimensional datasets, researchers have developed a dimensionality reduction
technique known as Principal Component Analysis (PCA) [17, 57, 119]. In mathematical
terms, PCA is a technique where n correlated random variables are transformed into d ≤ n
uncorrelated variables. The uncorrelated variables are linear combinations of the original
variables and can be used to express the data in a reduced form. Typically, the first principal component of the transformation is the linear combination of the original variables
with the largest variance. In other words, the first principal component is the projection on
the direction in which the variance of the projection is maximized. The second principal
component is the linear combination of the original variables with the second largest vari-
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ance and orthogonal to the first principal component, and so on. In many data sets, the first
several principal components contribute most of the variance in the original data set, so
that the rest can be disregarded with minimal loss of the variance for dimension reduction
of the dataset.
PCA has been widely used in the in the domain of image compression, pattern recognition and intrusion detection. Shyu et al. [110] proposed an anomaly detection scheme,
where PCA was used as an outlier detection scheme and was applied to reduce the dimensionality of the audit data and arrive at a classifier that is a function of the principal
components. They measured the Mahalanobis distance of each observation from the center of the data for anomaly detection. The Mahalanobis distance is computed based on
the sum of squares of the standardized principal component scores. Shyu et al. evaluated
there method over the KDD CUP99 data and have demonstrated that it exhibits better detection rate than other well known outlier based anomaly detection algorithms such as the
Local Outlier Factor “LOF” approach, the Nearest Neighbor approach and the k th Nearest
Neighbor approach. Other notable techniques that employ the principal component analysis methodology include the work done by Wang et al. [119], Bouzida et al. [12] and
Wang et al. [120].

Markov Models A hidden Markov model, like the one shown in figure 2.3, is a statistical
model where the system being modeled is assumed to be a Markov process with unknown
parameters. The challenge is to determine the hidden parameters from the observable
parameters. Unlike a regular Markov model, where the state transition probabilities are the
only parameters and the state of the state of the system is directly observable, in a hidden
Markov model the only visible elements are the variables of the system that are influenced
by the state of the system, and the state of the system itself is hidden. A hidden Markov
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model’s states represent some unobservable condition of the system being modeled. In
each state, there is a certain probability of producing any of the observable system outputs
and a separate probability indicating the likely next states. By having different output
probability distributions in each of the states, and allowing the system to change states
over time, the model is capable of representing non-stationary sequences.
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Figure 2.3: Example of a hidden Markov model.
To estimate the parameters of a hidden Markov model for modeling normal system behavior, sequences of normal events collected from normal system operation are used as
training data. An expectation-maximization (EM) algorithm is used to estimate the parameters. Once a hidden Markov model has been trained, when confronted with test data,
probability measures can be used as thresholds for anomaly detection. In order to use
hidden Markov models for anomaly detection, three key problems need to be addressed.
The first problem, also known as the evaluation problem, is to determine given a sequence
of observations, what is the probability that the observed sequence was generated by the
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model. The second is the learning problem which involves building from the audit data a
model, or a set of models, that correctly describes the observed behavior. Given a hidden
Markov model and the associated observations, the third problem, also known as the decoding problem, involves determining the most likely set of hidden states that have led to
those observations.
Warrender et al. [121] compare the performance of four methods viz. simple enumeration of observed sequences, comparison of relative frequencies of different sequences, a
rule induction technique, and hidden Markov models at representing normal behavior accurately and recognizing intrusions in system call datasets. The authors show that while
hidden Markov models outperform the other three methods, the higher performance comes
at a greater computational cost. The training algorithm for hidden Markov models, is very
expensive i.e. it runs in time O (nm2 ), where n is the number of states in the HMM and
m is the size of the trace. In another paper, Yeung et al. [129] describe the use of hidden
Markov model’s for anomaly detection based on profiling system call sequences and shell
command sequences. On training, their model computes the sample likelihood of an observed sequence using the forward or backward algorithm. A threshold on the probability,
based on the minimum likelihood among all training sequences, was used to discriminate
between normal and anomalous behavior. One major problem with this approach is that it
lacks generalization and/or support for users who are not uniquely identified by the system
under consideration.
Markov chains, another popular Markov technique, have also been employed extensively
for anomaly detection. Ye et al. [128], present an anomaly detection technique that is
based on Markov chains. In their paper, system call events sequences from the recent
past were studied by opening an observation window of size N . The type of each audit events,Et−N +1 , ..., Et in the window at time t was examined and the sequence of
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states Xt−N +1 , ..., Xt obtained. Subsequently, the probability that the sequence of states
Xt−N +1 , ..., Xt is normal was obtained. The larger the probability, the more likely the sequence of states results from normal activities. A sequence of states from attack activities
is presumed to receive a low probability of support from the Markov chain model of the
normal profile.
The one major drawback of many of the machine learning techniques, like the system
call approach and the hidden Markov model approach mentioned above, is that they are
resource expensive. For example, an anomaly detection technique that is based on the
Markov chain model is computationally expensive because it uses parametric estimation
techniques based on the Bayes algorithm for learning the normal profile of the host/network
under consideration. If we consider the large amount of audit data and the relatively high
frequency of events that occur in computers and networks of today, such a technique for
anomaly detection is not scalable for real time operation. The highlighting features of
some of the schemes surveyed in this section are presented in Table 2.2.

2.2.2.3

Data Mining based Anomaly Detection

To eliminate the manual and ad-hoc elements from the process of building an intrusion
detection system, researchers are increasingly looking at using data mining techniques for
anomaly detection [66, 67, 70]. Grossman [50] defines data mining as being “concerned
with uncovering patterns, associations, changes, anomalies, and statistically significant
structures and events in data”. Simply put data mining is the ability to take data as input,
and pull from it patterns or deviations which may not be seen easily to the naked eye.
Another term sometimes used is knowledge discovery. Data mining can help improve
the process of intrusion detection by adding a level of focus to anomaly detection. By
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identifying bounds for valid network activity, data mining will aid an analyst in his/her
ability to distinguish attack activity from common everyday traffic on the network.

Classification-based Intrusion Detection An intrusion detection system that classifies
audit data as normal or anomalous based on a set of rules, patterns or other affiliated
techniques can be broadly defined as a classification-based intrusion detection system.
The classification process typically involves the following steps:

1 Identify class attributes and classes from training data;
2 Identify attributes for classification;
3 Learn a model using the training data;
4 Use the learned model to classify the unknown data samples.

A variety of classification techniques have been proposed in the literature. These include
inductive rule generation techniques, fuzzy logic, genetic algorithms and neural networksbased techniques.
Inductive rule generation algorithms typically involve the application of a set of association rules and frequent episode patterns to classify the audit data. In this context, if a
rule states that “if event X occurs, then event Y is likely to occur”, then events X and Y
can be described as sets of (variable, value)-pairs where the aim is to find the sets X and
Y such that X “implies” Y. In the domain of classification, we fix Y and attempt to find
sets of X which are good predictors for the right classification. While supervised classification typically only derives rules relating to a single attribute, general rule induction
techniques, which are typically unsupervised in nature, derive rules relating to any or all
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the attributes. The advantage of using rules is that they tend to be simple and intuitive,
unstructured and less rigid. As the drawbacks they are difficult to maintain, and in some
cases, are inadequate to represent many types of information. A number of inductive rule
generation algorithms have been proposed in literature. Some of them first construct a
decision tree and then extract a set of classification rules from the decision tree3 . Other
algorithms (for eg. RIPPER [21], C4.5 [103]) directly induce rules from the data by employing a divide-and-conquer approach. A post learning stage involving either discarding
(C4.5 [103]) or pruning (RIPPER [21]) some of the learnt rules is carried out to increase
the classifier accuracy. RIPPER has been successfully used in a number of data mining
based anomaly detection algorithms to classify incoming audit data and detect intrusions.
One of the primary advantages of using RIPPER is that the generated rules are easy to
use and verify. Lee et al. [66, 67, 69] used RIPPER to characterize sequences occurring in
normal data by a smaller set of rules that capture the common elements in those sequences.
During monitoring, sequences violating those rules are treated as anomalies.
Fuzzy logic techniques have been in use in the area of computer and network security since
the late 1990’s [56]. Fuzzy logic has been used for intrusion detection for two primary reasons [16]. Firstly, several quantitative parameters that are used in the context of intrusion
detection, for e.g. CPU usage time, connection interval etc., can potentially be viewed
as fuzzy variables. Secondly, as stated by Bridges et al. [16], the concept of security is
3

Decision trees are powerful and popular tools for classification and prediction. The attractiveness of

tree-based methods is due in large part to the fact that, in contrast to neural networks, decision trees represent
rules. A decision tree is a tree that has three main components: nodes, arcs, and leaves. Each node is labeled
with a feature attribute which is most informative among the attributes not yet considered in the path from
the root, each arc out of a node is labeled with a feature value for the node’s feature and each leaf is labeled
with a category or class. A decision tree can then be used to classify a data point by starting at the root of the
tree and moving through it until a leaf node is reached. The leaf node would then provide the classification
of the data point.
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fuzzy in itself. In other words, the concept of fuzziness helps to smooth out the abrupt
separation of normal behavior from abnormal behavior. That is, a given data point falling
outside/inside a defined “normal interval”, will be considered anomalous/normal to the
same degree regardless of its distance from/within the interval. Dickerson et al., [29] developed the Fuzzy Intrusion Recognition Engine (FIRE) using fuzzy sets and fuzzy rules.
FIRE uses simple data mining techniques to process the network input data and generate
fuzzy sets for every observed feature. The fuzzy sets are then used to define fuzzy rules
to detect individual attacks. FIRE does not establish any sort of model representing the
current state of the system, but instead relies on attack specific rules for detection. Instead,
FIRE creates and applies fuzzy logic rules to the audit data to classify it as normal or
anomalous. Dickerson et al. found that the approach is particularly effective against port
scans and probes. The primary disadvantage to this approach is the labor intensive rule
generation process.
Genetic algorithms, a search technique used to find approximate solutions to optimization and search problems, have also been extensively employed in the domain of intrusion
detection to differentiate normal network traffic from anomalous connections. The major advantage of genetic algorithms is their flexibility and robustness as a global search
method. In addition, a genetic algorithm search converges to a solution from multiple directions and is based on probabilistic rules instead of deterministic ones. In the domain
of network intrusion detection, genetic algorithms have been used in a number of ways.
Some approaches [74, 99] have used genetic algorithms directly to derive classification
rules, while others [16, 48] use genetic algorithms to select appropriate features or determine optimal parameters of related functions, while different data mining techniques are
then used to acquire the rules. The earliest attempt to apply genetic algorithms to the
problem of intrusion detection was done by Crosbie et al. [24] in 1995, when they applied
multiple agent technology to detect network based anomalies. While the advantage of the
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approach was that it used numerous agents to monitor a variety of network based parameters, lack of intra-agent communication and a lengthy training process were some issues
that were not addressed.
Neural network based intrusion detection systems have traditionally been host based systems that focus on detecting deviations in program behavior as a sign of an anomaly. In
the neural network approach to intrusion detection, the neural network learns to predict the
behavior of the various users and daemons in the system. The main advantage of neural
networks is their tolerance to imprecise data and uncertain information and their ability to
infer solutions from data without having prior knowledge of the regularities in the data.
This in combination with their ability to generalize from learned data has shown made
them an appropriate approach to intrusion detection. However, the neural network based
solutions have several drawbacks. First they may fail to find a satisfactory solution either because of lack of sufficient data or because there is no learnable function. Secondly,
neural networks can be slow and expensive to train. The lack of speed is partly because
of the need to collect and analyze the training data and partly because the neural network
has to manipulate the weights of the individual neurons to arrive at the correct solution.
There are a few different groups advocating various approaches to using neural networks
for intrusion detection. Ghosh et al. [45–47] used the feed-forward back propagation and
the Elman recurrent network [34] for classifying system-call sequences. Their experimental results with the 1998 and 1999 DARPA intrusion detection evaluation dataset verified
that the Elman networks were superior to the standard multilayer perceptron based neural
networks in program-based intrusion detection. However, training the Elman network was
expensive and the number of neural networks required was large. In another paper, Ramadas et al. [104] present the Anomalous Network-Traffic Detection with Self Organizing
Maps (ANDSOM). ANDSOM is the anomaly detection module for the network based intrusion detection system, called INBOUNDS, being developed at Ohio University. The
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ANDSOM module creates a two dimensional Self Organizing Map or SOM4 for every
network service (in the paper they test for DNS and HTTP traffic) that is being monitored.
Neurons are trained with normal network traffic during the training phase to capture characteristic patterns. When real time data is fed to the trained neurons, then an anomaly is
detected if the distance of the incoming traffic is more than a preset threshold.
Anomaly detection schemes also involve other data mining techniques such as support
vector machines (SVM) and other types of neural network models [68, 115]. Because data
mining techniques are data driven and do not depend on previously observed patterns of
network/system activity, some of these techniques have been very successful at detecting
new kinds of attacks. However, these techniques often have a very high false positive
rate. For example, as pointed out in [106], the approach adopted by Sung et al. [114]
that use a SVM technique to realize an intrusion detection system for class-specific detection is flawed because they totally ignore the relationships and dependencies between the
features.

Clustering and Outlier Detection Clustering is a technique for finding patterns in unlabeled data with many dimensions5 . Clustering has attracted interest from researchers in
the context of intrusion detection [101, 105, 108]. The main advantage that clustering provides is the ability to learn from and detect intrusions in the audit data, while not requiring
the system administrator to provide explicit descriptions of various attack classes/types.
As a result, the amount of training data that needs to be provided to the anomaly detection
system is also reduced. Clustering and outlier detection are closely related. From the viewpoint of a clustering algorithm, outliers are objects not located in the clusters of a data set,
4

A self organizing map is a method for unsupervised learning based on a grid of artificial neurons whose

weights are adapted to match input vectors in a training set.
5
The number of dimensions is equivalent to the number of attributes.
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and in the context of anomaly detection, they may represent intrusions/attacks. The statistics community has studied the concept of outliers quite extensively [9]. In these studies,
data points are modeled using a stochastic distribution and points are determined to be outliers based on their relationship with this model. However, with increasing dimensionality,
it becomes increasingly difficult to accurately estimate the multidimensional distributions
of the data points [1]. Recent outlier detection algorithms [15,61,105] are based on the full
dimensional distances between the points as well as the densities of local neighborhoods.
There exist at least two approaches to clustering based anomaly detection. In the first
approach, the anomaly detection model is trained using unlabelled data that consists of
both normal as well as attack traffic. In the second approach, the model is trained using
only normal data and a profile of normal activity is created. The idea behind the first
approach is that anomalous or attack data forms a small percentage of the total data. If
this assumption holds, anomalies and attacks can be detected based on cluster sizes-large
clusters correspond to normal data, and the rest of the data points, which are outliers,
correspond to attacks.
The distances between points play an important role in clustering. The most popular distance metric is the Euclidean distance. For a distance between two n-dimensional observations x = (x1 , x2 , ..., xn )T and y = (y1 , y2 , ..., yn )T , a Euclidean metric is defined
as:
q
d (x, y) = (x − y)T (x − y).
Since each feature contributes equally to the calculation of the Euclidean distance, this
distance is undesirable in many applications. This is especially true when features have
very different variability or different features are measured on different scales. The effect
of the features that have large scales of measurement or high variability would dominate
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others that have smaller scales or less variability. A distance-based approach which incorporates this measure of variability is the Mahalanobis distance6 [79, 123] based outlier
detection scheme. In this scheme, the threshold is computed according to the most distant
points from the mean of the “normal” data, and it is set to be a user defined percentage,
say m%, of the total number of points. In this scheme, all data points in the audit data that
have distances to the mean (calculated during the training phase) greater than the threshold
are detected as outliers. The Mahalanobis distance utilizes group means and variances for
each variable, and the correlations and covariances between measures.
The notion of distance-based outliers was recently introduced in the study of databases [105].
According to this notion, a point, P , in a multidimensional data set is an outlier if there are
less than p points from the data in the ε− neighborhood of P , where p is a user-specified
constant. In [105], Ramaswamy et al. described an approach that is based on computing
the Euclidean distance of the k th nearest neighbor from a point O. In other words, the
k-nearest neighbor algorithm classifies points by assigning them to the class that appears
most frequently amongst the k nearest neighbors. Therefore, for a given point O, dk (O)
denotes the Euclidean distance from the point O to its k th nearest neighbor and can be
considered as the “degree of outlierness” of O. If one is interested in the top n outliers,
this approach defines an outlier as follows: Given values for k and n , a point O is an
outlier, if the distance to its nearest neighbor is smaller than the corresponding value for
no more than (n − 1) other points. In other words, the top n outliers with the maximum
Dk (O) values are considered as outliers. While the advantage of the k-nearest neighbors
6

The basic Euclidian distance treats each variable as equally important in calculating the distance. An

alternative approach is to scale the contribution of individual variables to the distance value according to the
variability of each variable. This approach is illustrated by the Mahalanobis distance which is a measure of
the distance between each observation in a multidimensional cloud of points and the centroid of the cloud.
In other words, the Mahalanobis distance between a particular point x and the mean µ of the “normal data”
q
P
T P −1
is computed as: DM (x) = (x − µ)
(x − µ), where
is the covariance matrix.
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approach is that it is robust to noisy data, the approach suffers from the drawback that
it is very difficult to choose an optimal value for k in practice. Several papers [51, 75]
have proposed using the k-nearest neighbor outlier detection algorithms for the purpose of
anomaly detection.
The Minnesota Intrusion Detection System (MINDS) [36] is another network-based anomaly
detection approach that utilizes data mining techniques. The MINDS anomaly detection
module assigns a degree of outlierness to each data point, which is called the local outlier factor (LOF) [15]. The LOF takes into consideration the density of the neighborhood
around the observation point to determine its outlierness. In this scheme, outliers are objects that tend to have high LOF values. The advantage of the LOF algorithm is its ability
to detect all forms of outliers, including those that cannot be detected by the distance-based
algorithms.

Association Rule Discovery Association rules [2,54] are one of many data mining techniques that describe events that tend to occur together. The concept of association rules
can be understood as follows: Given a database D of transactions where each transaction
T ∈ D denotes a set of items in the database, an association rule is an implication of the
form X ⇒ Y , where X ⊂ D, Y ⊂ D and X ∩ Y = ∅. The rule X ⇒ Y holds in the transaction set D with confidence c if c% of transactions in X also contain Y . Two important
concepts when dealing with association rules are rule confidence and rule support. The
probability of rule confidence is defined as the conditional probability P (Y ⊆ T |X ⊆ T ).
The rule X ⇒ Y has support s in the transaction database D if s% of transactions in D
contain X ∪ Y . Association rules have been successfully used to mine audit data to find
normal patterns for anomaly detection [8, 67, 69]. They are particularly important in the
domain of anomaly detection because association rules can be used to construct a summary
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of anomalous connections detected by the intrusion detection system. There is evidence
that suggests program executions and user activities exhibit frequent correlations among
system features. These consistent behaviors can be captured in association rules.
Lee et al. [67, 69] proposed an association rule-based data mining approach for anomaly
detection where raw data was converted into ASCII network packet information, which in
turn was converted into connection-level information. These connection level records contained connection features like service, duration etc. Association rules were then applied to
this data to create models to detect intrusions. In another paper, Barbará et al. [8] describe
ADAM (Audit Data Analysis and Mining), a real-time anomaly detection system that
uses a module to classify the suspicious events into false alarms or real attacks. ADAM’s
training and intrusion detection phases are illustrated in figures 2.4 and 2.5, respectively.
ADAM was one out of seven systems tested in the 1999 DARPA evaluation [76]. It uses
data mining to build a customizable profile of rules of normal behavior and then classifies
attacks (by name) or declares false alarms. To discover attacks in TCPdump audit trail,
ADAM uses a combination of association rules, mining and classification. During the
training phase, ADAM builds a database of “normal” frequent itemsets using attack free
data. Then it runs a sliding window online algorithm that finds frequent item sets in the
last connections and compares them with those stored in the normal item set repository.
With the remaining item sets that have deemed suspicious, ADAM uses a classifier which
has previously been trained to classify the suspicious connections as a known attack, unknown attack, or a false alarm. Association rules are used to gather necessary knowledge
about the nature of the audit data. If the item set’s support surpasses a threshold, then that
item set is reported as suspicious. The system annotates suspicious item sets with a vector
of parameters. Since the system knows where the attacks are in the training set, the corresponding suspicious item set along with their feature vectors are used to train a classifier.
The trained classifier will be able to, given a suspicious item set and a vector of features,
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Figure 2.5: The intrusion detection phase of ADAM [8]
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classify the item set as a known attack (and label it with the name of attack), an unknown
attack, or a false alarm. The highlighting features of some of the schemes surveyed in this
section are presented in Table 2.3.

2.3

Hybrid Systems

It has been suggested in the literature [3, 78, 100, 117, 131] that the monitoring capability
of current intrusion detection systems can be improved by taking a hybrid approach that
consists of both anomaly as well as signature detection strategies. In such a hybrid system,
the anomaly detection technique aids in the detection of new or unknown attacks while the
signature detection technique detects known attacks. The signature detection technique
will also be able to detect attacks launched by a patient attacker who attempts to change
the behavior patterns with the objective of retraining the anomaly detection module so that
it will accept attack behavior as normal. Tombini et al. [117] used an approach wherein the
anomaly detection technique is used to produce a list of suspicious items. The classifier
module which uses a signature detection technique then classified the suspicious items
into false alarms, attacks, and unknown attacks. This approach works on the premise
that the anomaly detection component would have a high detection rate, since missed
intrusions cannot be detected by the follow-up signature detection component. In addition
it also assumed that the signature detection component will be able to identify false alarms.
While the hybrid system can still miss certain types of attacks, its reduced false alarm rate
increases the likelihood of examining most of the alerts.
EMERALD [100] was developed in the late 1990’s at SRI. It is an extension of the seminal
work done in [3,28,78]. EMERALD is a hierarchical intrusion detection system that moni-
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tors systems at a variety of levels viz. individual host machines, domains and enterprises to
form an analysis hierarchy. EMERALD uses a subscription-based communication scheme
both within and between monitors. However, inter monitor subscription methodology is
hierarchical and therefore limits the access to events and/or results from the layer immediately below. The system has a built-in feedback system that enables the higher layers to
request more information about particular anomalies from the lower layers. To achieve a
high rate of detection, the architects of EMERALD employed an ensemble of techniques
like statistical analysis engines and expert systems. The single most defining feature of
EMERALD is its ability to analyze system-wide, domain-wide and enterprise-wide attacks like Internet worms, DDoS attacks etc. at the top level.
In another paper [131], Zhang et al.employed the random forests algorithm [14] in the
signature detection module to detect known intrusions. Thereafter, the outlier detection
provided by the random forests algorithm is utilized to detect unknown intrusions. Approaches that use signature detection and anomaly detection in parallel have also been
proposed. In such systems, two sets of reports of possible intrusive activity are produced
and a correlation component analyzes both sets to detect intrusions. An example of such a
system is NIDES [4, 78].
Lee et al. [68] extended the work done by them in [66] and proposed a hybrid detection
scheme that utilized the Common Intrusion Detection Framework (CIDF) to automatically
get audit data, build models, and distribute signatures for novel attacks to ensure that
the time required to detect them is reduced. The advantage of using CIDF was that it
enabled different intrusion detection and response components to interoperate and share
the information and resources in a distributed environment.
Although it is true that combining multiple intrusion detection technologies into a single
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system can theoretically produce a much stronger intrusion detection system, the resulting
hybrid systems are not always better. Different intrusion detection technologies examine
system and/or network traffic and look for intrusive activity in different ways. Therefore,
the major challenge to building an operational hybrid intrusion detection system is getting
these different technologies to interoperate effectively and efficiently.

2.4

Summary

In the last twenty years, intrusion detection systems have slowly evolved from host- and
operating system-specific applications to distributed systems that involve a wide array of
operating systems. The most important challenge that lies ahead for the next generation of
intrusion detection systems and, more specifically, for anomaly detection systems will be
their ability to adapt to new network paradigms like wireless and mobile networks, and,
also be scalable to meet the requirements of high-speed (gigabit and terabit) networks. As
mentioned above, factors like noise in the audit data, constantly changing traffic profiles,
and the large amount of network traffic make it difficult to build a normal traffic profile of a
network for the purpose of intrusion detection. The implication is that, short of some fundamental redesign, today’s intrusion detection approaches will not be able to adequately
protect tomorrow’s networks against intrusions and attacks. Therefore, the primary challenge that needs to be addressed is designing next-generation intrusion detection systems
that have the ability to

• manage and analyze the large quantity of audit data in real time or near real time in
high speed networks; and
• track users as they move throughout the various access points in a wireless network.
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The following chapters, Chapter 3 and Chapter 4, discuss a proposed solution to these
problems, developed through this research. A detailed system design of an anomaly detection scheme, that involves an adaptive sampling scheme and a predictive clustering based
anomaly detection scheme, is presented as a component of a networks security mechanism.
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Table 2.1: A summary of statistical anomaly detection systems

Reference

Highlighting Feature

Methodology

Haystack [111]

It uses descriptive statistics to model user be-

Host based statistical

havior. Also modeled acceptable behavior for a

anomaly detection

generic user within a particular user group.
NIDES [3]

A distributed intrusion detection system that had

Network based statisti-

both anomaly as well as signature detection mod-

cal anomaly detection

ules.
Ye et al. [126]

It uses the Hotellings T 2 test to analyze the audit

Host based statistical

trails of activities in an computer system and de-

anomaly detection

tect host-based intrusions.
PHAD [80]

Examines IP headers, connections to various ports

Network based statisti-

as well as packet headers of Ethernet, IP and trans-

cal anomaly detection

port layer and other transport layer packet headers.
ALAD [82]

LERAD [81]

It detects anomalies in inbound TCP connections

Network based statisti-

to well known ports on the server.

cal anomaly detection

It detects TCP stream anomalies like ALAD, but

Network based statisti-

uses a learning algorithm to pick good rules from

cal anomaly detection

the training set, rather than using a fixed set of
rules.
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Table 2.2: A summary of machine learning based anomaly detection systems.

Reference
Forrest et al. [42]

Highlighting Feature

Methodology

It finds correlations in fixed length sequences

Sequence

of system calls in the UNIX operating system,

sis

and uses them to build a normal profile for

anomaly detection

based

analystatistical

anomaly detection.
Eskin et al. [39]

Valdes et al. [118]

It employs dynamic window sizes to improve

System call modeling

system call modeling.

and sequence analysis.

It employs Bayesian inference techniques to

Bayesian

determine if traffic bursts contain attacks. It

based anomaly detec-

also provides distributed attack detection ca-

tion

networks

pability.
Shyu et al. [110]

It uses principal component analysis as an out-

Principal

component

lier detection scheme to detect intrusions.

analysis based anomaly
detection

Yeung et al. [129]

It presents a dynamic modeling approach

Host based anomaly de-

based on hidden Markov models and a static

tection system

modeling approach based on event occurrence
frequency distribution for modeling system
calls. It showed that the dynamic modeling approach is better for system call datasets.
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Table 2.3: A summary of data mining-based anomaly detection systems.

Reference

Highlighting Feature

Methodology

Lee et al. [67]

It uses inductive rule generation to generate

Classification based

rules for important, yet infrequent events.

anomaly detection

It generates fuzzy sets for every observed fea-

Classification based

ture which are in turn used to define fuzzy rules

anomaly detection

FIRE [29]

to detect individual attacks.
ANDSOM

It uses a pre-processor to summarize certain

Classification based

[104]

connection parameters (source and destination

anomaly detection

host and port) and then adds several values to
track and classify the connection’s behavior.
MINDS [36]

ADAM [8]

It clusters data and uses the density-based local

Classification based

outliers to detect intrusions.

anomaly detection

It performs anomaly detection to filter out most

Association rules and

of the normal traffic, then it uses a classification

classification

technique to determine the exact nature of the

anomaly detection

remaining activity.

based

Chapter 3
Adaptive Sampling for Anomaly
Detection

3.1

Motivation

The Internet today continues to grow and evolve as a global infrastructure for new services. Business needs have dictated that corporations and governments across the globe
should develop sophisticated, complex information networks, incorporating technologies
as diverse as distributed data storage systems, encryption and authentication mechanisms,
voice and video over IP, remote and wireless access, and web services. As a result, Internet
service providers and network managers in corporate networks are being motivated to gain
a deeper understanding of the network behavior through monitoring and measurement of
the network traffic flowing through their networks.
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However, the development of enabling technologies for network-based security systems,
like intrusion detection systems (IDS), have not kept pace with the increasing usage of
high-speed networking technologies such as Gigabit Ethernet. The repeated occurrences
of large-scale attacks (such as distributed denial-of-service (DDoS) attacks and worms)
that exploit the bandwidth and connectivity of networks made possible by such technologies are a case in point.
The single biggest reason that can be attributed to the incapability of current solutions to
detect intrusions in high-speed networks is the prohibitively high cost of using traditional
network monitoring schemes like host and/or router based monitoring solutions. These
schemes typically measure network parameters based on every packet that passes through
a network based monitoring device. This approach has the drawback that it becomes
extremely difficult to monitor the behavior of a large number of sessions in high-speed
networks. In other words, traditional network monitoring schemes are not scalable to
high-speed networks.
To alleviate the aforementioned problem, sampling algorithms have been proposed. Over
the years, network managers have predominantly relied on static sampling algorithms for
network monitoring and management. In general, these sampling algorithms employ a
strategy where the samples are taken either randomly or periodically at some fixed interval. The major advantage of using a sampling algorithm is that it reduces bandwidth and
storage requirements. Traditional sampling algorithms typically use a static or fixed rule
to determine when to sample the next data. Static sampling of network traffic was first
proposed by Claffy et al. [20] in the early 1990’s for traffic measurement on the NSFNET
backbone. In their much cited paper, Claffy et al. describe the application of event and
timed-based sampling for network traffic measurement.
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Static sampling algorithms like simple random sampling employ a random distribution
function to determine when each sample should be taken. The distribution may be uniform,
exponential, Poisson, etc. In random sampling, all items have some chance of selection
that can be calculated. The advantage of utilizing a random sampling algorithm is that
it ensures that bias is not introduced regarding which entity is included in the sampled
population. In other words, with simple random sampling, each item in a population has
an equal chance of inclusion in the sample.
However, given the dynamic nature of network traffic, static sampling does not always
ensure the accuracy of estimation, and tends to over sample at peak periods when efficiency
and timeliness are most critical. More generally, static random sampling algorithms do not
take into account traffic dynamics. As a result, they cannot guarantee that the sampling
error in each block falls within a prescribed error tolerance level.
In the commercial world, NetFlow [86] is a widely deployed general purpose measurement feature of Cisco and Juniper routers. The volume of data produced by NetFlow is a
problem in itself. To handle the volume and traffic diversity of high speed backbone links,
InMon Inc. developed SFlow, a plugin for NetFlow, that resorts to 1 in N packet sampling.
The sampling rate is a configuration parameter that is set manually and is seldom adjusted.
Setting it too low, causes inaccurate measurement results; setting it too high, can result in
the measurement module using too much memory and processing power, especially when
faced with increased volume of traffic or unusual traffic patterns.
Under dynamic traffic load conditions, simple periodic sampling may be poorly suited
for network monitoring. During periods of idle activity or low network loads, a long
sampling interval provides sufficient accuracy at a minimal overhead. However, bursts
of high activity require shorter sampling intervals to accurately measure network status
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at the expense of increased sampling overhead. To address this issue, adaptive sampling
algorithms have been proposed to dynamically adjust the sampling interval and optimize
accuracy and overhead.
In this chapter we put forth an adaptive sampling algorithm that is based on weighted least
squares prediction. The proposed sampling algorithm uses previous samples to estimate
or predict a future measurement. The algorithm is used in conjunction with a set of rules
which defines the sampling rate adjustments to make when the prediction is inaccurate.
With the aforementioned expansive growth in the domain of Internet and networking technologies, combined with the vulnerability of present day networks and the better equipped
hacker/attacker, it comes as no surprise that network based attacks are on the rise [84].
However, as pointed out above, current security mechanisms especially in the domain of
attack detection have not scaled to handle the higher network throughputs.
Several approaches for either sampling or attack detection have been proposed in the research community. However, to the best of our knowledge, none of the proposed algorithms for network traffic sampling have taken an approach that is tailored to meet the
needs of attack detection. From this perspective, in this chapter, we attempt to answer
one key question: Is it possible to design a low cost packet sampling algorithm that will
enable accurate characterization of the IP traffic variability for the purpose of detecting
DoS attacks in high throughput networks?
We believe that the proposed sampling algorithm is tailored to enhance the capability of
network-based IDS at detecting a DoS attack. The proposed sampling algorithm, that
would ideally precede the IDS and sample the incoming network traffic for it to analyze,
has the key characteristic that not only does it adaptively reduce the volume of data that
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would be analyzed by the network IDS, but it also preserves the intrinsic self-similar characteristic of network traffic. We believe the latter characteristic of the proposed sampling
algorithm can be used by an IDS to detect traffic intensive DoS attacks by leveraging the
fact that a significant change in the self-similarity (See Section 3.3.2 for details on selfsimilarity) of network traffic is a known indicator of a DoS attack [73, 91].
The remainder of this chapter is organized as follows. In Section 3.2, we review the related work in the area of packet sampling, while Section 3.3 discusses the properties of
network traffic and reviews the principles of self-similarity. Section 3.3 is followed by
Section 3.4 where we present the weighted least square predictor and the proposed adaptive weighted sampling algorithm. Section 3.5 concludes the chapter by summarizing the
chapter’s contributions and suggesting possible areas for the application of the proposed
sampling algorithm.

3.2

Related Work

The biggest challenge in employing a sampling algorithm on a given network is scalability.
The increasing deployment of high-speed networks, the inherently bursty nature of Internet
traffic, and the storage requirements of large volume of sampled traffic have a major impact
on the scalability of a sampling algorithm. In the context of packet sampling, this implies
that either the selected sampling strategy should take into account the trends in network
traffic or the selected sampling algorithm should sample most if not all the packets that are
flowing through the network. The major impediment towards adopting the latter approach
is that a higher sampling rate would imply greater memory and space requirements for
the sampling device. In addition, a higher sampling rate would run the risk of not being
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scalable to high-speed networks.
Systematic Sampling
(Take first member of each of N buckets)

Stratified Random Sampling
(Take a random member out of each of N buckets)

Simple Random Sampling
(Take N random members out of the whole set)

Figure 3.1: Static sampling techniques [20].
Packet sampling has been previously proposed for a variety of objectives in the domain
of computer networking. Sampling network traffic was advocated as early as 1994. As
mentioned above, Claffy et al. [20] compared three different sampling strategies (See figure 3.1) to reduce the load on the network parameter measurement infrastructure on the
NSFNET backbone. The three algorithms studied in [20] were, systematic sampling (deterministically taking one in every N packets), stratified random sampling (taking one
packet in every bucket of size N ), and simple random sampling (randomly taking N packets out of the whole set). The results showed that event-driven algorithms were more
accurate than time-driven ones, while the differences within each class were small. This
was attributed to trends in network traffic.
Drobisz et al. in [30] proposed an rate adaptive sampling algorithm to optimize the resource usage in routers. In their paper, Dobisz et al. propose using packet inter-arrival
rates and/or CPU usage as the two methodologies to control resource usage and vary the
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sampling rate. They also showed that adaptive algorithms produced more accurate estimates than static sampling under a given resource constraint. In [23], Cozzani et al. used
the simple random sampling algorithm to evaluate the ATM end-to-end delays. In the
SRED scheme in [90], Ott et al. use packet sampling to estimate the number of active TCP
flows in order to stabilize network buffer occupancy for TCP traffic. The advantage of this
scheme is that only packet headers need to be examined. The scheme proposed in [92],
also uses packet sampling and it is used for fair link-bandwidth allocation.
Another approach taken by Estan and Varghese in [40], involved a random sampling algorithm to identify large flows. In the algorithm, proposed in [40], the sampling probability
is determined according to the inspected packet size. In another study, Cheng et al. [18]
proposed a random sampling scheme based on Poisson sampling to select a sample that
is representative of the whole dataset. The contend that using Poisson sampling is better
as it does not require the packet arrival to conform to a particular stochastic distribution.
Sampling strategies were also used in [58] for the detection of DoS attacks. Sampling
has also been proposed to infer network traffic and routing characteristics [33]. In [31],
Duffield et al. focused on the issue of reducing the bandwidth needed for transmitting traffic measurements to a remote server for later analysis, and devised a size-dependent flow
sampling algorithm. In another paper, Duffield et al. [32] investigated the consequences
of collecting packet sampled flow statistics. They found that flows in the original stream
whose length is greater than the sampling period tend to give rise to multiple flow reports
when the packet inter arrival time in the sampled stream exceeds the flow timeout.
Sampling for intrusion detection entails a more thorough examination of the sampled packets. In addition, unlike some of the sampling applications mentioned above, sampling for
intrusion detection and more specifically for anomaly detection requires near line-speed
packet examination. This is especially because a store-and-process approach towards sam-
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pled packets or packet-headers for off-line analysis is not sufficient to prevent intruders.
Hence, in the design of an intrusion detection algorithm, sampling costs are of paramount
importance.

3.3

Self-Similarity and Network Traffic

In the last decade, most of the studies on network traffic argued convincingly that Internet
traffic is very far from being regular, and presents large variations in its throughput at all
scales [95]. These studies have shown that Internet traffic exhibits characteristics such as
self-similarity [96], multi-fractality [41], and long-range dependence [35], which implies
that in all cases network traffic can vary significantly. In addition, given the highly variable
nature of Internet traffic, anomaly based intrusion detection systems are raising alarms for
many disruptions that are not attacks. The high rate of false positives is one of the major
shortcomings of current IDS and the current evolution of Internet traffic with larger and
larger variations among time continues to limit the efficiency of anomaly based IDS.

3.3.1 Properties of Network Traffic
A network intrusion detection must distinguish between hostile and benign traffic, and
must do so quickly to keep up with a high speed network. Depending on whether the
intrusion detection system uses signature or anomaly detection, it must either model attacks (of which there are thousands) or normal traffic. There are two main challenges for
modeling normal traffic for anomaly detection. First, network traffic is very complex and
unpredictable, and second, the model changes over time.
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Bellovin [10] and Paxson [97] found that wide area network traffic contains a wide range
of anomalies and uncharacteristic data that cannot be easily explained for. Examples
include private IP addresses, storms of packets routed in a loop until their TTLs expire, TCP acknowledgments of packets never sent, TCP retransmissions with inconsistent
payloads, SYN packets with urgent data, and so on. Bellovin found broadcast packets
(255.255.255.255) from foreign sites, ICMP packets with invalid code fields, and packets
addressed to nonexistent hosts and ports. Many of these were investigated and found to
be not hostile. Instead, many of the aforementioned errors were caused by mis-configured
routers and/or DNS servers.
As a result, a confounding problem that has been faced by researchers in the field of Internet traffic modeling, is that it is not possible to determine the average rate of many types of
events (for example, bytes per second or packets per second for some packet type), regardless of the duration of the sampling period. The long held paradigm in the communication
and performance analysis communities has been that voice traffic and, by extension, data
traffic could be modeled as a Markovian (e.g. Poisson) process, which could then be
accurately analyzed and efficiently controlled. Therefore, if data traffic were to follow
Markovian arrival process, it would have a characteristic burst length which would tend to
be smoothed by averaging over a long enough time scale. However, in the mid nineties, it
was discovered that this was not the case. In a seminal paper, Leland et al. [72] discovered
that measurements on real Internet traffic traces indicated that a significant traffic variance
(burstiness) is present on a wide range of time scales. It was found that if we graphed
packets per second or packets per month, they would both show bursts of high traffic rates
separated by gaps of low activity. Furthermore, both graphs would look the same. A burst
or gap could last for a fraction of a second or for months. The distribution of traffic rates
would be independent of time scale. This behavior was akin to the behavior displayed by
self-similar or fractal processes.
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3.3.2 Self-Similarity and the Hurst Parameter
Self-similarity, a term borrowed from fractal theory, implies that an object (in our case
network traffic) appears the same regardless of the scale at which it is viewed. In a seminal
paper published in 1994, Leland et al. [72] showed that the traffic captured from corporate
networks as well as the Internet exhibits self-similar behavior. Prior to the publication
of [72], network traffic was assumed to be Poisson in nature. However, modeling network
traffic using the Poisson distribution implied that the it would have a characteristic burst
length which would tend to be smoothed by averaging over a long enough time scale.
This was in contrast to the measured values, which indicated that there was a significant
burstiness in network traffic over a wide range of time intervals.
The self-similar nature of network traffic can be explained by assuming that network workloads are described by a power-law distribution; e.g., file sizes, web object sizes, transfer
times, and even users think times have heavy-tailed distributions which decay according
to a power-law distribution. A possible explanation for the self-similar nature of Internet traffic was given in [25], where the authors suggest that many ON/OFF sources with
heavy-tailed ON and/or OFF periods resulting in core network traffic to be self-similar.
The main properties of self-similar processes include slowly decaying variance and longrange dependence. An important parameter of a self-similar process is the Hurst parameter, H, that can be estimated from the variance of a statistical process. Self-similarity is
implied if 0.5 < H < 1.
The Hurst parameter is defined as follows: For a given set of observations X1 , X2 . . . , Xn
P
with sample mean,Mn defined as (1/n) j Xj , adjusted range R(n) and sample variance
S 2 , the rescaled adjusted range or the R/S statistic is given by
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Hurst discovered that many naturally occurring time series are well represented by the
relation
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(3.2)

with the Hurst parameter H normally around 0.73, and a finite positive constant, c, independent of n. On the other hand, if the Xk ‘s are Gaussian pure noise or short range
dependent, then H = 0.5 in equation (3.2).
Li, et al. [73], demonstrated mathematically that a significant change in the Hurst parameter can be used to detect a DoS attack, but their algorithm requires an accurate baseline
model of the normal (non-attack) traffic. In another paper, Xiang et al. [125] contend
that DDoS attacks can be detected by adopting a modified version of the rescaled range
statistic.
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3.4

Proposed Sampling Algorithm

Traffic measurement and monitoring serves as the basis for a wide range of IP network
operations and engineering tasks such as trouble shooting, accounting and usage profiling,
routing weight configuration, load balancing, capacity planning, etc. Traditionally, traffic
measurement and monitoring is done by capturing every packet traversing a router interface or a link. With today’s high-speed (e.g., Gigabit or Terabit) links, such an approach
is no longer feasible due to the excessive overheads it incurs on line-cards or routers. As
a result, packet sampling has been suggested as a scalable alternative to address this problem.
Early packet sampling algorithms assumed that the rate of arrival of packets in a network
would average out in the long term. However, it has been shown [93] that network traffic
exhibits periodic cycles or trends. The main observation of [93] and other studies have
been that not only does network traffic exhibit strong trends in the audit data but these
trends also tend to be long term.
This section presents the proposed sampling algorithm. In Section 3.4.1, we describe the
weighted least squares predictor that is utilized for predicting the next sampling interval.
This predictor has been adopted because of its capability to follow the trends in network
traffic. Thereafter, in Section 3.4.2 we describe the sampling algorithm itself.
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3.4.1 Weighted Least Square Predictor
Let us assume that the vector Z holds the values of the N previous samples, such that ZN
is the most recent sample and Z1 is the oldest sample. Having fixed a window size of N ,
when the next sampling occurs, the vector is right shifted such that ZN replaces ZN −1 and
Z1 is discarded. The weighted prediction model therefore predicts the value of ZN given
ZN −1 , ..., Z1 . In general, we can express this predicted value as a function of the N past
samples i.e.,

ẐN = αT Z̃,

(3.3)

where ẐN is the new predicted value, Z̃ is the vector of past N − 1 samples, and αT is a
vector of predictor coefficients distributed such that newer values have a greater impact on
the predicted value ẐN . A second vector, t, records the time that each sample is taken and
is shifted in the same manner as Z. The objective of the weighted prediction algorithm is to
find an appropriate coefficient vector, αT , such that the following summation is minimized

S=

N
−1
X

³
´2
wi Zi − Ẑi ,

(3.4)

i=1

where wi , Zi , and Ẑi denote the weight, the actual sampled value, and the predicted value
in the ith interval, respectively.
The coefficient vector is given by:
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T

³

T

α = Z̃ WZ̃

´−1

Z̃T W,

(3.5)

where W = wT w is a (N − 1) × (N − 1) diagonal weight matrix and w is a N × 1 weight
vector with weight co-efficient’s wi that are determined according to two criteria:

1. The “freshness” of the past N − 1 samples. A more recent sample has a greater
weight.
2. The similarity between the predicted value at the beginning of the time interval and
the actual value. The similarity between the two values is measured by the distance
between them. The smaller the Euclidean distance is, the more similar they are to
each other.

Based on the above two criteria, we define a weight coefficient as


wi =



1
1


¯2
¯
 , 1 ≤ i ≤ N − 1,
¯
(tN − ti ) ¯
¯Zi − Ẑi ¯ + η

(3.6)

where η is a quantity introduced to avoid division by zero.

3.4.2 Adaptive Weighted Sampling
Adaptive sampling algorithms dynamically adjust the sampling rate based on the observed
sampled data. A key element in adaptive sampling is the prediction of future behavior
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Figure 3.2: Block diagram of the adaptive sampling algorithm
based on the observed samples. The weighted sampling algorithm described in this section
utilizes the weighted least squares predictor (see section 3.4.1) to select the next sampling
interval. Inaccurate predictions by the weighted least squares predictor indicates a change
in the network traffic behavior and requires a change in the sampling rate.
The proposed adaptive sampling algorithm consists of the following steps (see figure. 3.2):

1. Fix the first N sampling intervals equal to τ . (In our simulations we used τ = 60 sec.
and N = 10)
2. Apply the weighted least squares predictor to predict the anticipated value, ẐN , of
the network parameter.
3. Calculate the network parameter value at the end of the sampling time period.
4. Compare the predicted value with the actual value.
5. Adjust sampling rate according to the predefined rule set if the predicted value differs from the actual value.
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∆TN ew




(1 + R) × ∆TCurr




 β × ∆T
1
Curr
=


R × ∆TCurr




 β × ∆T
2
Curr

if R > RM AX
if RM IN < R < RM AX
if R < RM IN

(3.8)

if R is Undefined

The predicted output ẐN which has been derived from the previous N samples, is then
compared with the actual value of the sample, ZN . A set of rules is applied to adjust the
current sampling interval, ∆TCurr = tN − tN −1 , to a new value, ∆TN ew , which is used
to schedule the sampling query. The rules used to adjust the sampling interval compare
the rate of change in the predicted sample value, ẐN − ZN −1 , to the actual rate of change,
ZN − ZN −1 . The ratio, R, between the two rates is defined as:

¯
¯
¯ Ẑ − Z
¯
¯ N
N −1 ¯
R=¯
¯.
¯ ZN − ZN −1 ¯

(3.7)

Based on the value of R, which ranges from RM IN to RM AX 1 , we define the next sampling
interval ∆TN ew as shown in Equation (3.8). The variables β1 and β2 , in Equation 3.8, are
tunable parameters. When determining the values for β1 and β2 , one needs to consider
the rate of change of the network parameter under consideration. As in [53], we used the
values β1 = 2 and β2 = 2 in our simulations.
1

Based on the results obtained from simulations performed by us, we selected a value of RM IN = 0.82

and RM AX = 1.21. These values were selected because they provided good performance over a wide range
of traffic types.
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The value of R is equal to 1 when the predicted behavior is the same as the observed behavior. If the value of R is greater than RM AX , it implies that the measured value is changing
more slowly than the predicted value and this means that the sampling interval needs to
be increased. On the other hand, if R is less than Rmin , it implies that the measured value
of the network parameter is changing faster than the predicted value. This indicates more
network activity than predicted, so the sampling interval should be decreased to yield more
accurate values for future predictions of the network parameter. The value of R may be
undefined. This case arises when both the numerator and denominator of Equation (5) are
zero. This condition is generally indicative of an idle network or a network in steady state.
In such a scenario, the sampling interval is increased by a factor of β2 (> 1).

3.5

Summary

In this chapter, we have presented an adaptive sampling algorithm which uses weighted
least squares prediction to dynamically alter the sampling rate based on the accuracy of the
predictions. Results, analyzed in Chapter 5, have shown that compared to simple random
sampling, the proposed adaptive sampling algorithm performs well on random, bursty
data. Our simulation results will show that the proposed sampling scheme is effective in
reducing the volume of sampled data while retaining the intrinsic characteristics of the
network traffic. In addition we will also demonstrate that the proposed sampling scheme
preserves the self-similar property of network traffic in the sampling process.
We believe that the proposed adaptive sampling scheme can be used for a variety of applications in the domain of network monitoring and network security. For example, our
sampling algorithm can be used to collect and forward the sampled data to an IDS and in
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the process reduce the volume of inspected traffic while still being able to detect variations
in the self-similarity and long range dependence of network traffic, which are generally indicative of a traffic-intensive DoS attack [91].

Chapter 4
System Design

This chapter presents the design philosophy behind anomaly detection based intrusion
detection system, christened SCAN, developed through this research. As outlined in Section 1.3, the overarching idea behind the development of SCAN, was to design, implement
and test an anomaly detection system that has the ability to handle large quantities of data
in high bandwidth environments. By employing an intelligent sampling algorithm, SCAN
reduces the quantity of audit data it needs to analyze while maintaining the inherent properties of the original network flow(s).

4.1

Motivation

Intrusion detection is an important component of a network’s security system. It complements existing security technologies (such as firewalls) by providing crucial information
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to the network administrators about attacks and intrusions that may be undetected by existing security technologies. They also provide invaluable forensic information that will
allow organizations to trace back the origins of attacks and aid in the prosecution of the
attackers.
However, with the Internet having evolved in leaps and bounds over the past decade, most
IDS’s have not been able to keep up with the advances in high speed networking. IDS
products, currently deployed in gigabit networks, need significant improvements before
they can offer adequate protection against attacks. A majority of the products in the market
today can detect less than half of the attacks directed at them, even though many of those
attacks are well documented.
Another assumption that most deployed IDS’s work under is the assumption that they have
available for analysis, clean, complete and labeled data. Traditionally, both anomaly detection and misuse techniques, have traditionally relied on the availability of clean and
complete data for analysis. This, however, is not a valid assumption any more due to the
emergence of new types of networks such as Mobile and Ad hoc Networks (MANETs).
In MANETs, mobility, sleep patterns of mobile devices and other characteristics specific
to mobile and wireless networks prevent the collection of complete audit data for analysis.
However, it should not be assumed that incomplete and noisy data is a problem that is
relegated only to MANET’s. With the advent and wide spread usage of high speed gigabit
networks, the large amount of network data that such a network produces poses new challenges in anomaly detection. Prohibitively large volume of network data makes the tasks
of storing, classifying, and labeling the data almost infeasible. We can, of course, obtain
labeled data by simulating intrusions in a network. However, then we would be limited to
the set of known attacks and we would not be able to detect new attacks.
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Therefore, the focus of this chapter is the analysis of data generated in high speed IP
networks, from the perspective of anomaly detection. We are particularly concerned with
mining network data in such a dynamically changing, high volume environment for the
express purpose of network anomaly detection in the presence of missing information. We
contend that, network monitoring and data mining in high speed networks operates under
a few constraints. For example, as pointed out in [22], capturing per packet information
at the network edge and transporting it to a central data warehouse is unrealistic because
of the storage and transportation costs. A more realistic approach would be to monitor
the network traffic at key locations (network gateways and other egress and ingress points)
and thereafter possibly share newly discovered intrusion details amongst the key locations.
Sekar et al. [107] describe an approach to perform high performance analysis of network
data, but unfortunately they do not provide experimental data based on live traffic analysis.
Their claim of being able to perform real-time intrusion detection at 500 Mbps is based on
the processing of off-line traffic log files.
Although there have been recent attempts [37, 39] to train anomaly detection models over
noisy data, to the best of our knowledge, the research presented in this dissertation is
the first attempt to investigate the effect of incomplete datasets on the anomaly detection
process. The anomaly detection approach we present in this chapter follows the typical
anomaly detection paradigm. We assume attack-free training data, but the outlier detection
method we chose, is robust over small amount of missing audit data and noise.
The motivation behind our intrusion detection framework is straightforward: sampling
reduces the amount of audit data that needs to be processed, thereby enabling real time
anomaly detection even in high-speed networks. In typical cases, sampling would lead to
loss of information, leading to inaccurate predictions and/or false alarms. To avoid such a
scenario, the proposed intrusion detection scheme, christened SCAN (Stochastic Cluster-
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ing Algorithm for Network anomaly detection), includes two distinguishing modules:

• An adaptive sampling module that intelligently adapts the sampling rate to sample
packets geared towards intelligent sampling for anomaly detection.
• A predictive data mining based anomaly detection module that has the capability to
estimate the missing data and reduce the occurrence of false alarms.

4.2

System Overview

To achieve the goal of detecting intrusions in high bandwidth environments, SCAN’s architecture combines intelligent sampling and flow aggregation with data reduction and
anomaly detection to achieve a high degree of accuracy in detecting intrusions with partial
audit data. The design requirements for such a network based IDS were (a) stateless inspection of packets, protocols and/or packet headers at wire speed, (b) low occurrence of
false alarms and high detection rate, (c) ability to track TCP states, and (d) ability to report
events and/or alarms. Based on these requirements SCAN (see figure 4.1), is composed of
the following five modules:
Incoming Network Traffic
Configuration Information
Audit Data Collection
(Sampling)

Take Action

Network Baseline Data
Network Security Authority
Data Summaries for
Data Reduction

Flow Aggregation

Predictive Data Mining (Clustering)
based Anomaly Detection

Figure 4.1: System model.

Alarm
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Adaptive weighted packet sampling: The adaptive weighted sampling module intelligently samples incoming network traffic to reduce the amount of network traffic
that has to be processed without losing the inherent characteristics of the network
traffic.
Flow aggregation: The flow aggregation module aggregates the sampled network traffic
into flows based on the destination host and port information. The aggregated flows
are fed to the clustering module and the data reduction module simultaneously.
Data reduction: For every time slice of operation, several data summaries are extracted
from the aggregated flows. Data summarization has two advantages. Firstly the
summaries are used to increase the speed of convergence of the clustering algorithm
and secondly data summarization enables data reduction.
Clustering: At the core of SCAN is a stochastic clustering algorithm, christened POTION, which is based on an improved version of the Expectation–Maximization (EM) algorithm [26]. The EM algorithm’s speed of convergence was accelerated by using a
combination of Bloom filters, data summaries and associated arrays. The advantage
of using the EM algorithm is that unlike other imputation techniques, EM computes
the maximum likelihood estimates in parametric models based on prior information.
The clustering approach that we propose can be used to process incomplete and
unlabeled data.
Anomaly detection: The last step in SCAN involves performing anomalous flow detection on the clustered data.
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4.3

Adaptive Sampling

To develop an accurate metric for network monitoring, the key issue is clearly the obtaining
of relevant data about traffic by using end-to-end measurements. However, collecting
this kind of data from a network requires the use of relatively expensive measurement
techniques/equipment. On the other hand, examining every single packet traversing a
given router/gateway is infeasible because of the required processing resources and the
storage cost. However, to the best of our knowledge, none of the proposed algorithms for
network traffic sampling have taken an approach that is tailored to meet the needs of attack
detection. In this direction, we propose an intelligent sampling algorithm, the details are
found in Chapter 3, that reduces the amount of audit data that needs to be analyzed while
maintaining the self-similar properties of the original network flow. We will also show
in Chapter 5, that the proposed sampling technique outperforms the traditional simple
random sampling technique at many levels.

4.4

Flow Aggregation

In the context of SCAN, a flow is all the connections with a particular destination IP
address and a port number combination. The measurement and characterization of the
sampled data proceeds in time slices. We process the sampled packets into connection
records. Because of its compact size as compared to other types of records (e.g., packet
logs), connection records are appropriate for data analysis. A connection record provides
the following fields:
(SrcIP, SrcP ort, DstIP, DstP ort, ConnStatus, P roto, Duration),

72
where
SrcIP and DstIP : Source and destination IP addresses
SrcP ort and DstP ort : Source and destination port numbers
ConnStatus : Status of connection (closed/open)
P roto : Network layer protocol identifier
Duration : Duration of connection
Each field can be used to correlate network traffic data and extract intrinsic features of
each connection.
The flow aggregation algorithm employed by SCAN is shown in figure. 4.2. Bloom filters [11] and associated arrays are used to store, retrieve and run membership queries on
incoming flow data in a given time slice. When a packet is sampled, we first identify the
flow the packet belongs to by executing a membership query in the Bloom filter based on
the flow’s flow ID. The flow ID is a unique ID that is generated from a combination of the
destination IP address and the destination port number. If an existing flow ID cannot be
found, a new flow ID is generated based on the information from the connection record.
This is called the insertion phase. If the flow ID exists, the corresponding array entry that
is being used to track the flow is updated. If the flow ID does not exist, we run the flow
ID through each of the k hash functions (that form a part of the Bloom filter), and use the
result as an offset into the bit vector, turning on the bit we find at that position. If the bit is
already set, we leave it on.
Bloom filters [11] were first proposed as a space efficient data structure for answering
approximate membership queries over a given set. One drawback of Bloom filters is the
risk of false positives (i.e. returning a “yes” indicating that a given element is in the set
when it is not). The false positive probability is a function of the length of the filter and
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Figure 4.2: Online sampling and flow aggregation algorithm.
the number of items stored in it.
To succinctly represent a set S = {x1 , x2 , ..., xn } of n elements and support membership
queries, we first select an array A consisting of m 1-bit elements and initialize them to
zero. In addition, we select k distinct hash functions h1 , ..., hk each with a range of [1, m].
During the insertion phase, for each element x ∈ S, the bits at the position h1 (x), ..., hk (x)
in A are set to 1. In the query phase, to check if an element y is in S, we check the value
of the bits at positions h1 (y), ..., hk (y) in A. The answer to the query is a yes if all of these
bits are one and no otherwise.

4.5

POTION: EM Algorithm-Based Clustering Algorithm

Generally speaking, clustering techniques can be divided into two categories: pairwise
clustering and central clustering. The former, also called similarity-based clustering,
works on the guiding principle that “similar objects are grouped in the same cluster”. To
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judge whether two objects are similar, a similarity measure must be given in advance. Examples of this category include graph partitioning-type methods. The latter category, also
called centroid-based or model-based clustering, represents each cluster by a model, i.e.,
its “centroid”. Central clustering algorithms are often more efficient than similarity-based
clustering algorithms. For example, similarity-based algorithms usually have a complexity of at least O(N 2 ) (for computing the similarity/proximity measure), where N is the
number of data instances. In contrast, centroid-based algorithms are more scalable, with a
complexity of O(N KM ), where K is the number of clusters and M the number of batch
iterations. Regular k-means and the Expectation Maximization (EM) clustering algorithms
fall into this category. In addition, all the centroid-based clustering techniques have an
online version which can be suitably used for adaptive attack detection in a dataflow environment. In this section, we describe POTION (exPectatiOn maximizaTIon algOriThm
for aNomaly detection), SCAN’s improved EM-based clustering algorithm which has advantages over the k-means clustering algorithm in the context of anomaly detection.
A stochastic clustering method (such as the EM algorithm) assigns a data point to each
group with a certain probability. Such statistical approaches make sense in practical situations where no amount of training data is sufficient to make a completely firm decision
about cluster memberships. Stochastic clustering algorithms aim to find the most likely
set of clusters given the training data and prior expectations. The underlying model, used
in the stochastic clustering algorithm, is called a finite mixture model. A mixture is a set
of probability distributions—one for each cluster—that models the attribute values of the
members of that cluster.
In the finite mixture model under consideration, we consider a scenario where we assume
that the distribution T that describes incoming network traffic1 to a server s is distributed
1

It should be pointed out here that the incoming traffic could be composed of either packets, flows or connections.
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as a mixture of two populations [39]: a normal (N) distribution and an anomalous (A)
distribution such that the ith traffic element2 , xi , in a given time slice t is generated from
the normal distribution N with a probability of p or from an anomalous distribution A with
a probability of 1 − p. In other words,
T = pN + (1 − p) A.

(4.1)

During the training phase, we set the baseline activity profile assuming that all incoming
traffic elements are generated from the normal distribution N.
The EM algorithm used by SCAN to cluster data is shown in figure 4.3. The EM algorithm is a general method of finding the maximum-likelihood estimate of the parameters
of a distribution from a given data set when the dataset has missing values. For this discussion, let us assume that we have a density function P (Z|Θ) that is governed by the set
of parameters Θ. In addition, we have a dataset of size n drawn from this distribution,
Z = {z1 , ..., zn }. The function L(Θ|Z) is called the likelihood function and is defined as
the likelihood of the parameters given the dataset, i.e.
L (Θ|Z) = P (Z|Θ) =

n
Y

P (zi |Θ)

(4.2)

i=1

In a maximum likelihood problem, our goal is to find Θ that maximizes L.

POTION starts with an initial guess for the parameters of the mixture model for each
cluster and then iteratively applies the Expectation Step (E) and the Maximization Step
(M) in order to converge to the maximum likelihood fit. In the E-step, the EM algorithm
first finds the expected value of the complete-data log-likelihood, given the observed data
and the parameter estimates. In the M-step, the EM algorithm maximizes the expectation
computed in the E-step. The two steps of the EM algorithm are repeated until an increase in
2

The term traffic element is used to denote any of the elements in one connection record.
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the log-likelihood of the data, given the current model, is less than the accuracy threshold
².
The EM algorithm typically converges to a local maximum which may or may not be the
same as the global maximum. In practical implementations, the EM algorithm is executed
multiple times with different initial settings for the parameter values. Then a given data
point is assigned to the cluster with the largest log-likelihood score.
The EM Algorithm extends the traditional k-means algorithm in two important ways. First,
instead of assigning cases or observations to clusters to maximize the differences in the
value of means for continuous variables, the EM clustering algorithm computes probabilities of cluster memberships based on one or more probability distributions. The goal of
the clustering algorithm is to maximize the overall probability or likelihood of the data,
given the final clusters. Second, unlike the classic implementation of k-means clustering,
the general EM algorithm can be applied to both continuous and categorical variables.
The classical EM algorithm does have a few disadvantages. In general, the algorithm is
hard to initialize and the quality of the final solution depends on the quality of the initial
solution. It may also converge to a poor locally optimal solution. This means that a
solution may be acceptable, but is far from the optimal one. The EM algorithm needs an
unknown number of iterations to converge to a good solution. That is, it is hard to set
a threshold on the maximum number of iterations that is sufficient. The EM algorithm
usually requires several passes over a dataset.
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4.6

Data Summaries for Data Reduction

Our aim was to design a clustering algorithm which is fast and requires only a few passes
over the data. The data space is assumed to contain data points with both numerical and
categorical attributes. The attributes of each data point are the words from the corresponding audit file line. Note that we are using the term word to loosely describe a monitored
attribute (e.g., IP addresses, port numbers, etc.). From the flow records that have been
hashed and stored in the Bloom filters and the associated arrays, we calculate data summaries for every time slice. A list of data summary items are shown in figure 4.4. Data
reduction techniques like sufficient statistics and data summaries are often used to enhance
the speed of convergence of the EM algorithm [89].
Our enhancements to the classical EM algorithm consist of three stages:

• Stage I: At the end of each time slice, we make a pass over the connection record
dataset and build data summaries. Data summaries are particularly important in the
EM algorithm framework as they reduce the I/O time by avoiding repeated scans
over the data. In addition, data summaries allow periodic parameter estimation as
the records are being read. This enhances the speed of convergence of the EM
algorithm.
• Stage II: We make another pass over the dataset to build cluster candidates using
the data summaries collected in the first stage. After the frequently appearing words
have been identified, the algorithm builds all cluster candidates during this pass. The
cluster candidates are hashed and stored in Bloom filters and associated arrays. The
dataset is processed line by line. When a line is found to belong to one or more dense
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regions (i.e. one or more frequently appearing words have been discovered in the
line), a cluster candidate is formed. This is the E-step of the EM algorithm, where
the cluster membership is determined. If the cluster candidate is not present in the
Bloom filter, it is inserted into the filter with the value of one. If the cluster candidate
is present in the Bloom filter, the corresponding value in the array is incremented
• Stage III: Clusters are selected from the set of candidates.

Learning steps (periodic M-steps) are used to accelerate convergence. By using data summaries, the clustering algorithm can run the M-step at different frequencies while scanning
the connection records. We can minimize the convergence time by running the M-step after every point. Unfortunately, the EM algorithm would not produce the globally optimal
solution in such a scenario. On the other hand, we can produce a solution that is closer
to the globally optimum solution by executing the M-step after all the n points have been
read (as in the classical EM algorithm). This, however, would require a longer convergence time. Therefore, it is desirable to set the frequency of M-step execution in between
the two aforementioned cases, but closer to the latter scenario. When a good approximation to the solution has been reached, we can execute normal EM iterations until the
algorithm converges. During the final step of the clustering algorithm, the Bloom filter
and the associated arrays are inspected, and the regions with values equal or greater than
the threshold value are reported by the algorithm as clusters.

4.7

Anomalous Flow Detection

The first task in an anomaly detection process is network baselining. Network baselining
can be defined as the act of measuring and rating the performance of a network. Provid-
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ing a network baseline requires evaluating the normal network utilization, protocol usage,
peak network utilization, and average throughput of the network usage over a period of
time. Our approach to network baselining recognizes the fact that any parametric model
of network traffic is an approximation to reality. Since our ultimate goal is anomaly detection, which we formulate as detecting a marked change in the baseline model parameters,
we will not be addressing the more general problem of parameter estimation as an intermediate step to anomaly detection.
In our model, elements of the network flow that are anomalous are generated from the
anomalous distribution (A), and normal traffic elements are generated from the normal distribution (N). Therefore, the process of detecting anomalies involves determining whether
the incoming flow belongs to distribution A or distribution N. We use an approach similar
to [39] and calculate the likelihood of the two cases to determine the distribution to which
the incoming flow belongs to. We assume that for normal traffic, there exists a function
FN which takes as parameters the set of normal elements Nt , at time t, and outputs a probability distribution PNt over the data T generated by distribution T. Similarly, we have
a function FA for anomalous elements which takes as parameters the set of anomalous
elements At and outputs a probability distribution PAt . Assuming that p is the probability with which a flow xt belongs to N, the likelihood Lt of the distribution T at time t is
defined as
Lt (T) =

n
Y

PT (xk )

k=1

"

= (p)|Nt |

Y
xi ∈Nt

#
PNt (xi ) (1 − p)|At |


Y

PAt (xj )

(4.5)

xj ∈At

The likelihood values are often calculated by taking the natural logarithm of the likelihood
rather than the likelihood itself because likelihood values are often very small numbers
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that are close to zero. We calculate the log-likelihood as follows:
LLt (T) = |Nt | ln (p) +

X

ln PNt (xi )

xi ∈Nt

+ |At | ln (1 − p) +

X

ln PAt (xj )

(4.6)

xj ∈At

We measure the likelihood of each flow, xt , belonging to a particular group by comparing
the difference LLt (T) − LLt−1 (T). If this difference is greater than some value α, we
declare the flow anomalous. We repeat this process for every flow in the time interval.
Note that we have to recompute the probability distributions PNt (xt ) and PAt (xt ) at every
step because of changes in their distributions.

4.8

Summary

In this chapter, we have presented the system design for an anomaly detection scheme—
called SCAN—that has the ability to detect network based denial-of-service attacks in
gigabit-speed networks with a relatively high degree of accuracy in the absence of complete audit data. By employing an intelligent sampling scheme, SCAN reduces the computational complexity [20] by reducing the volume of audit data that is processed without
losing the intrinsic characteristics of the network traffic. In addition, SCAN also employs
an improved Expectation-Maximization algorithm based clustering technique to impute
the missing values and further increase the accuracy of anomaly detection.
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Input:

Dataset D and initial estimates

Output:

Clustered set of data points.

Algorithm:
(a) Initialize:

Set an initial guess for the probability p to an arbitrary
[0]

non-singular choice pj
(b) Iterate:

At step k

i. E Step:

Determine cluster memberships.

Compute the sufficient
[k]

statistics, assuming the parameter values pj .
ii. M Step:

[k+1]

Derive pj

as a maximum likelihood estimate based on the

sufficient statistics collected in the E-Step
Score clustering and save if best seen so far
(c) Terminate:

Terminate when

1. The difference in the log-likelihood between two consecutive steps
[k+1]

L(T, pj

[k]

) − L(T, pj ) ≤ ².

where L() is the likelihood function
and ² is the accuracy threshold (We use ²=10−3 )
OR
2. Number of iterations = N (We use N=100),
whichever comes first

Figure 4.3: EM algorithm for clustering.
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• Flow Concentration Factor: Total number of TCP flows that have c as the source, s as the destination server and p as the
destination port in the ith time slice.
• Total number of data points per cluster: Number of points per cluster.
• Percentage of control packets: Percentage of control packets is specific to an application. A change in the rate should
identify an anomaly.
• Percentage of data packets
• Average flow duration over all flows
• Maximum number of flows to a particular service
• Average flow duration per destination
• Sum of points: Sum of all the points yi in the j th cluster Yj i.e.
Sj =

X

yi

(4.3)

∀(yi ∈Yj )

• Sum of square of points: Sum of square of all the points yi in the j th cluster Yj i.e.
SSj =

X

(yi yiT )

(4.4)

∀(yi ∈Yj )

• Percentage of same service to same host: Percentage of incoming traffic that originates from a particular source port and
terminates at a particular destination IP address.
• Percentage of same host to same service: Percentage of incoming traffic that originates from a particular source IP address
and terminates at a particular destination port.
• Resent rate: Number of bytes that have been resent. Control packets count as one byte.
• The variance of the count of packets: This variance is an indicator of the distribution of hosts contacted in a time interval.
During the event of a port scan, a high variance in the packet counts across all source-destination pairs should reveal an
unusual spread in the number of machines contacted in an interval
• Wrong resent rate: Number of bytes that were sent even after being acknowledged.
• Duplicate ACK rate: Number of duplicate acknowledgements received.
• Data bytes sent in either direction: Tracks the number of data bytes exchanged per flow.

Figure 4.4: Data summaries.

Chapter 5
Experimental Analysis

In order to study the feasibility and effectiveness of our intrusion detection system and
validate our detection model, we carried out extensive simulation experiments. We first
describe the datasets that have been used for the evaluation in Section 5.1. Then we explain
and analyze the experimental results in Section 5.2. Lastly, we conclude the chapter in
Section 5.3.

5.1

Data Set Descriptions

We utilized two datasets, the 1998 DARPA/MIT Lincoln labs intrusion detection dataset
and network traffic logs from the WIDE Project in Japan, to evaluate the proposed intrusion
detection system.
The DARPA/MIT Lincoln Lab evaluation data set has been used to test a large number
83
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of intrusion detection systems [8, 37–39, 45–47, 75, 80–82, 100], both in the 1998 and
1999 blind evaluations, and in subsequent development work after the evaluation data was
released. The data can be used to test both host based and network based systems as well
as both signature and anomaly detection systems.
In the 1999 DARPA intrusion detection evaluation program, an environment was set up
to acquire raw TCP/IP data for a network by simulating a typical US Air Force local area
network. The local area network was operated like a real environment, and was blasted
with multiple attacks. The dataset consists of five weeks of tcpdump data. Data from week
1 and 3 consist of normal attack-free network traffic. Week 2 data consists of network
traffic with labelled attacks. The week 4 and 5 data are the “test data” and contain 201
instances of 58 different unlabelled attacks, 177 of which are visible in the inside tcpdump
data1 . The 1999 DARPA dataset has five classes of attacks that we describe below. In this
research, we focus our attention on the first two.

1. Denial-of-service: A denial-of-service attack is an incident in which a user or organization is deprived of the services of a resource they would normally expect to
have. Typically, the loss of service is the inability of a particular network service,
such as e-mail, to be available or the temporary loss of all network connectivity and
services. In the worst cases, for example, a Web site accessed by millions of people can occasionally be forced to temporarily cease operation. A denial-of-service
attack can also destroy various programs and files in a computer system. Although
usually intentional and malicious, a denial-of-service attack can sometimes happen
accidentally. A denial-of-service attack is a type of security breach to a computer
system that does not usually result in the theft of information or other security loss.
However, these attacks can cost the targetted person or company a great deal of
1

The inside tcpdump data is the data collected by a sniffer located inside a simulated military base.
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time and money. Examples of different types of denial-of-service attacks that were
present in the 1999 DARPA intrusion detection evaluation dataset are shown in Table 5.1.
Table 5.1: Examples of DoS attacks in the 1999 DARPA intrusion detection evaluation
dataset.

Name of Attack

Service/Protocol

Effect of Attack

back

http

Slows down webserver response.

Neptune

TCP

Denies access to one/more ports

Ping of death

ICMP

Crash or reboot a system.

Smurf

ICMP

spoofed host will not be able to receive or distinguish real traffic.

Syslogd

Syslog Daemon

Kills the syslogd daemon.

land

IP

Remote DoS attack that reboots many systems.

Apache2

http

Kills the apache daemon.

Mailbomb

N/A

Fills up disk space on the email system, denying
email services to other users.

Process Table

TCP

Denies creation of new processes.

Udpstrom

Echo/Chargen

slows down the network.

2. Surveillance/Probes: Surveillance/Probes are a class of attacks where an attacker
scans a network to gather information or find known vulnerabilities. An attacker
with a map of the machines and services that are available on a network can then
use the information to look for exploits. There are different types of probes: some
of them abuse the computers legitimate features while others use social engineering
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techniques. This class of attacks, typically, require very little technical expertise.
Examples of different types of surveillance/probe attacks that were present in the
1999 DARPA intrusion detection evaluation dataset are shown in Table 5.2.
Table 5.2: Examples of surveillance/probes in the 1999 DARPA intrusion detection evaluation dataset.
Name of Probe

Service

Effect of Attack

IpSweep

ICMP

Identifies active machines.

Nmap

Multiple

Identifies active ports on a machine.

Port Sweep

Multiple

Identifies active ports on a machine.

Satan

Multiple

Looks for known vulnerabilities

MScan

Multiple

Looks for known vulnerabilities.

Saint

Multiple

Looks for known vulnerabilities.

3. Remote to Local: A remote to user attack is a class of attacks where an attacker
sends packets to a machine over a network, then exploits machines vulnerability
to illegally gain local access as a user. There are different types of remote to user
attacks: the most common attack in this class is done using social engineering. The
1998 DARPA intrusion detection dataset had 14 types of remote to local attacks.
4. User to Root: User to root exploits are a class of attacks where an attacker starts out
with access to a normal user account on the system and is able to exploit vulnerability to gain root access to the system. Most common exploits in this class of attacks
are regular buffer overflows, which are caused by standard programming mistakes
and environment assumptions.The 1998 DARPA intrusion detection dataset had 7
types of user to root attacks.

87
5. Data attacks: This was a new class of attacks that was added in 1999 dataset. The
goal of a Data attack is to exfiltrate special files which the security policy specifies
should remain on the victim hosts. These include “secret” attacks where a user who
is allowed to access the special files copies/leakes them via common applications
such as mail or FTP. It also includes attacks where privileged access to the special
files is obtained using a user to root attack. The “data” part of the terminology “data
attack” therefore specifies the goal of the attack rather than the attack mechanism.

The second dataset that we used is the dataset that is available from the Widely Integrated Distributed Environment (WIDE) project [122]. The WIDE project is a research
consortium in Japan established in 1987. The members of the project include network
researchers, engineers and students of universities, industries and government. The focus
of the project is empirical study on a live large-scale internet. Thus, WIDE runs its own
internet testbed carrying both commodity traffic and research experiments. The WIDE
backbone network consists of links of various speeds, from 2Mbps CBR (Constant Bit
Rate) ATM up to 10 Gbps Ethernet. Daily traces of internet data are collected from the
following sampling points:

Trans-Pacific is a T1 line, one of the several international links of WIDE. The sampling
point is on an Ethernet segment one hop before the T1 line. The incoming traffic
(from U.S. to Japan) of this link is fairly congested.
6Bone is located on a FastEthernet segment connected to NXPIXP-6 (An IPv6 internet
exchange point in Tokyo). The segment located at an AS boundary, and the traffic
includes only native IPv6 and does not include IPv4 except tunneled IPv4 over IPv6.
Because NXPIXP-6 is built on a FastEthernet switch, only the traffic crossing a
single port of the switch can be captured.
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The WIDE dataset we analyzed consisted of a 24-hour trace that was collected on September 22, 2005 from the Trans-Pacific sample point.

5.2

Experimental Results

The experimental evaluation of SCAN has been divided into three steps. In Section 5.2.1,
we evaluate the performance of the sampling algorithm and compare its performance with
the simple random sampling algoritm. Section 5.2.1 is followed by Section 5.2.2, where
we compare the performance of the EM algorithm based clustering algorithm with the
traditional k-means clustering algorithm. Lastly, in Section 5.2.3 we evaluate the performance of the anomalous flow detection algorithm.

5.2.1 Evaluation of the Sampling Algorithm
This section describes a set of simulations that were performed to compare the performance of the proposed adaptive sampling technique with the simple random sampling
technique. The metrics used to compare the sampled data sets are also described in this
section.
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5.2.1.1

Experimental Setup

Simulations were conducted to compare and evaluate the performance of the proposed
adaptive sampling algorithm with the simple random sampling algorithm 2 . The proposed
adaptive sampling algorithm as well as the simple random sampling algorithm were imR
plemented in Perl on an Intel °
Pentium 4 laptop with 1 gigabyte of RAM, 100 gigabyte
R
of hard disk space and running the Slackware °
Linux operating system. The algorithms

were evaluated using data from the Widely Integrated Distributed Environment (WIDE)
project [122]. As mentioned above (Section 5.1), the WIDE backbone network consists
of links of various speeds, from 2Mbps CBR (Constant Bit Rate) ATM up to 10 Gbps
Ethernet.
2

In simple random sampling, a sample of n individuals are drawn from a population of N individuals, in

such a way that each individual has equal probability to be drawn. This implies that all combinations of n
individuals have the same probability to be drawn. The essential characteristics of simple random sampling
are:
• Each member of the population has an equal chance of being picked
• Selection are independent
There are, however, a number of potential problems with simple random sampling. Firstly, it is timeconsuming to draw a random sample one individual at a time. Secondly, if the population is widely dispersed,
it is extremely costly to reach them. In other words, it will be expensive to sample outliers and some sections
of the population may, by chance, be sampled too heavily and others too lightly. Lastly, determining the
appropriate sample size often requires a statistician.
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5.2.1.2

Metrics for Evaluation

In order to compare the performance of the proposed adaptive sampling algorithm with
the simple random sampling algorithm, a useful criterion to use is the mean square error
(MSE) of the estimate or its square root, the root mean squared error, measured from the
population that is being estimated. Formally we can define the mean square error of an
£
¤
estimator X of an unobservable parameter θ as M SE (X) = E (X − θ)2 . The root
mean square error is the square root of the mean square error and the root mean square
error is minimized when θ = E (X) and the minimum value is the standard deviation of
X.
In the second set of experiments, we verified whether the traffic data sampled by the proposed sampling scheme has the self similar property. For this verification, we used two
different parameters: the mean of the packet count and the Hurst parameter. The peak-tomean ratio (PMR) can be used as an indicator of traffic burstiness. PMR is calculated by
comparing the peak value of the measure entity with the average value from the population. However, this statistic is heavily dependent on the size of the intervals, and therefore
may or may not represent the actual traffic characteristic. A more accurate indicator of
traffic burstiness is given by the Hurst parameter. The Hurst parameter (H), as mentioned
above in Chapter 3, is a measure of the degree of self-similarity. In this dissertation we
use the R-S statistical test to obtain an estimate for the Hurst Parameter (H). We run the
test on both the original and the sampled data.
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5.2.1.3

Experimental Results

In figure 5.1, we compare the proposed sampling scheme with the simple random sampling
algorithm using the standard deviation of packet delay as the comparison criterion.
Simple Random Sampling

Adaptive Sampling

0.7

Standard Deviation

0.6
0.5
0.4
0.3
0.2
0.1
0
100
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200

250

300

Block Size (Packets)

Figure 5.1: Standard deviation of packet delay.
Packet delay is an important criterion for detecting DoS attacks, especially attacks that
focus on degrading the quality of service in IP networks [43]. The results show that over
different block sizes, the proposed adaptive scheme has a lower standard deviation when
compared with the simple random sampling algorithm. Since standard deviation is directly
proportional to the root mean square error criterion, this implies that the proposed algorithm predicts the packet mean delay better than the simple random sampling algorithm
while reducing the volume of traffic.
In figure 5.2 and figure 5.3 we show the average sampling error for the Hurst parameter
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Figure 5.2: Average percentage error for the Hurst parameter.
and the sample mean respectively. As one can see from figure 5.2, the random sampling
algorithm resulted in higher average percent error for the Hurst parameter when compared
to adaptive sampling. This could be the result of missing data spread out over a number of
sampling intervals. In figure 5.3, the average percentage error for the mean statistic was
marginally higher for our sampling algorithm when compared with the simple random
sampling algorithm, albeit the difference was insignificant. One possible reason for this
marginal difference is the inherent adaptive nature of our sampling algorithm—i.e., the
proposed sampling algorithm is more likely to miss short bursts of high network activity
in periods that typically have low network traffic. The simple random sampling scheme
would be less likely to have the same problem.

93

0.085

Average Percentage Error

0.08
0.075
0.07
0.065
0.06
0.055
0.05
0.045
0.04
Simple Random Sampling

Adaptive Sampling

Mean

Figure 5.3: Average percentage error for the mean statistic.

5.2.2 Evaluation of the Clustering Algorithm
To evaluate quality of results and performance we tested our clustering algorithm with
the DARPA/MIT Lincoln labs intrusion detection dataset. POTION is compared against
the k-means clustering algorithm. The k-means clustering algorithm assigns multivariate
observations to a pre-determined number of groups (k). Each of the k groups consists of
mk data items and a group centroid (yk ). In the beginning, the algorithm randomly selects
k initial clusters from the dataset as the group centroids. Then the k-means algorithm
calculates the arithmetic mean of each cluster formed in the dataset. In other words, the
objective it tries to achieve is to minimize total intra-cluster variance
k X
X
i=1 j∈Si

|xj − µi |2 ,
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where there are k clusters Si = 1, 2, ..., k and µi is the centroid or mean point of all the
points xj ∈ Si . The steps outlining the basic k-means algorithm are shown in figure 5.4.

Input:

A set of N data vectors X = {x1 , ..., xn } and number of clusters k.

Output:

A partition of the data vectors given by the cluster identity vector:

Y = {y1 , ..., yn } , yn ∈ {1, ...k}
Algorithm:
(a) Initialize:Arbitrarily assign classes to datapoints.
(b) Iterate for p iterations:

At step k

i. For each datapoint in the dataset, assign that datapoint to a class such
that the distance from this datapoint to the center of that class is
minimized.
ii. For each class, recalculate the means of the class based on the
datapoints that belong to that class.

Figure 5.4: k-means algorithm for clustering.

The drawback of the k-means algorithm is that the quality of the local optimum strongly
depends on the initial guess (either the centers or the assignments). If we start with a wild
guess for the centers it would be fairly unlikely that the process would converge to a good
local minimum. Another disadvantage of the k-means algorithm is that the answers it gives
are not unique. Therefore it is difficult to compare the quality of the clusters produced.

5.2.2.1

Experimental Setup

Since the end goal is to accurately detect intrusions using the anomaly detection paradigm,
as a first step we processed the “incoming” data as described in Section 4.4. In addition

95
to cluster sizes, inter-cluster distances are used in our clustering-based detection process.
For the k-means algorithm, the inter-cluster distance is defined as the Euclidean distance
between two cluster centroids. For the EM algorithm, it is defined as the Mahalanobis
distance between two cluster centroids. Using Mahalanobis distance is particularly useful
for skewed data having different sizes. The covariance matrix Cj is used to scale each
dimension for distance computation. The squared Mahalanobis distance of point yi to
cluster j is
δ 2 (yi , Mj , Cj ) = δij2 = (yi − Mj )T Cj−1 (yi − Mj ).
The EM and the k-means algorithms were written and compiled in Matlab. The processed
datasets were stored as plain text files. All experiments were run on a Intel Pentium computer running at 1.7 GHz, having 100 gigabytes of disk space and 1 gigabyte on main
memory.

5.2.2.2

Metrics for Evaluation

Accuracy is the main quality concern for clustering. In our case one cluster is considered
accurate if there is no more than ² error in its centroid/mean. If µj is the correct mean of
cluster j and Mj is the value estimated by the algorithm, then the cluster j is considered
accurate if
|µj − Mj |
≤e
µj
where e is the estimation error and in this dissertation has been assumed to be 0.1. That
is, we will consider a cluster to be accurate if it differs by no more than 10% of its “true”
mean. The accuracy of clustering of POTION was also estimated by varying the percentage of missing audit data.
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Since the end goal of employing the clustering algorithm is to use it for outlier detection
based intrusion detection, we also evaluated the performance of the anomaly detection algorithm when the input data was clustered using POTION and k-means respectively. We
use the Receiver-Operating Characteristic (ROC) curves in both cases to evaluate the efficiency and accuracy of the anomaly detection process. The ROC curve approach analyzes
the tradeoff between false alarm and detection rates for detection systems. ROC analysis
was originally developed in the field of signal detection. ROC curves for intrusion detection indicate how the detection rate changes as internal thresholds are varied to generate
more or fewer false alarms to tradeoff detection accuracy against analyst workload. Measuring the detection rate alone only indicates the types of attacks that an intrusion detection
system may detect. Such measurements do not indicate the human workload required to
analyze false alarms generated by normal background traffic. False alarm rates in the
range of a few hundred per day make a system almost unusable, even with high detection
accuracy, because putative detections or alerts generated can not be believed and security
analysts must spend many hours each day dismissing false alarms. Low false alarm rates
combined with high detection rates, however, mean that the putative detection outputs can
be trusted and that the human labor required to confirm detections is minimized.

5.2.2.3

Experimental Results

During the training phase we set up a baseline of normal activity. This is achieved by
feeding the flow records and data summaries, obtained after processing the normal tcpdump data, as inputs to the clustering algorithm. The cluster boundaries that are obtained
at the conclusion of this phase gives us the “boundary” of a normal cluster.
The cluster centers, covariance matrices, and probabilities for each cluster that are obtained
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during the training phase are used as baseline inputs when SCAN is brought online. This
is the testing phase. As incoming network data is processed and clustered by SCAN, any
points that lie beyond a cluster boundary are termed as outliers. Based on the tolerance
level of the IDS and the relative distance of the outliers from the cluster centers, the outliers
will be labelled as normal points or anomalies. In our simulations, we assume that the
tolerance level is zero. This implies that during the testing phase, any point that lies
outside a cluster boundary is considered an anomaly.
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Figure 5.5: ROC curve for detection of the SYN Flood attack using POTION.
As mentioned above, we also compared the performance of POTION with the traditional
k-means clustering algorithm. The k-means algorithm was trained using a “normal”
dataset to cluster the normal behavior points. For the test data set, the probability of it
belonging to the most probable cluster, was computed. If this was below a threshold, the
instance was flagged as anomalous. After several runs, the outlier threshold for probability of belonging to a cluster was selected as 0.7. Figure 5.5 and figure 5.6 show the
performance of the the traditional k-Means clustering algorithm against POTION while
detecting the SYN Flood attack. The ROC curves show that POTION outperforms the
traditional k-Means clustering algorithm.
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Figure 5.6: ROC curve for detection of the SYN Flood attack using the k-means clustering algorithm.

From figure 5.6 we see that the k-means clustering approach incurs a large number of false
positives when all the features (figure 4.4) were used for clustering. This is in line with
the known k-means clustering algorithm’s weakness of poor performance in the presence
of a large number of features in the dataset.

5.2.3 Evaluation of the Anomaly Detection Algorithm

5.2.3.1

Experimental Setup

In the last stage of the evaluation process, we evaluated the performance of the anomalous
flow detection module in SCAN under two scenarios: when complete audit data is available and when only partial audit data is available. In the later case, to generate partial audit
data, we assumed that the missing data are missing completely at random (MCAR). When
we say that data are missing completely at random, we mean that the probability that an
observation (Xi ) is missing is unrelated to the value of Xi or to the value of any other
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variables. To introduce N % missing features to a data set of D records, each of which has
F features, we select randomly b(N × D × F ) /100c records. For each selected record,
we delete a randomly chosen feature to obtain a MCAR dataset.
We however contend that our scheme will work as well, in cases where we have bursty
missing data. Such scenarios might occur when, for example, a network element is temporarily overwhelmed with the sudden surge in flow of network traffic and stops collecting data. Because, SCAN does not differentiate between bursty missing data and MCAR
datasets, in such a case, it would determine the probable values of the network parameters
based on the past information and use the thus calculated values to detect intrusions.

5.2.3.2

Metrics for Evaluation

As in Section 5.2.2, we use the Receiver-Operating Characteristic (ROC) curves in both
cases to evaluate the efficiency and accuracy of the anomaly detection process. We use a
practical assumption about the intrusion data — the number of normal instances is much
larger than that of attack instances. This is usually true in reality. However, unlike in
Portnoy et al. [101], we do not make the strict hypothetical requirement that the percentage
of attacks has to be less than a certain threshold (e.g., 1̃.5%).

5.2.3.3

Experimental Results

The performance of SCAN at detecting a SSH Process Table attack when complete audit
data is available is shown in figure 5.7. The attack is similar to the Process Table attack in
that the goal of the attacker is to cause the SSHD daemon to spawn the maximum number
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Figure 5.7: ROC curve for detection of the SSH Process Table attack using complete audit data.
of processes that the operating system will allow. In figure 5.8, the performance of SCAN
at detecting a SYN flood attack is evaluated. In a SYN flood attack, an attacker makes a
large number of half-open connections to a given port of a server during a short period of
time. This causes the data structure in the ‘tcpd’ daemon in the server to overflow. Due to
the buffer overflow, the system will be unable to accept any new incoming connections till
the queue empties.
In figure 5.9, we plot SCAN’s ROC curves for the case in which complete audit data is
available, and in cases when 5%, 7%, 11% and 17% of the audit data are missing. The
simple random sampling algorithm was used to sample the network traffic data.
Figure 5.10 shows the accuracy of clustering3 versus percentage of missing data. It can be
seen that even with 10% missing data, the accuracy of clustering is in the high eighties. As
expected, we see that the accuracy of clustering as well as the performance of the anomaly
3

Accuracy of clustering is measured as the average percentage of correctly classified data over multiple runs.
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Figure 5.8: ROC curve for SYN Flood (Neptune) attack detection using complete audit data.
detection scheme degrades with increasing percentage of missing data.
Lastly, in figure 5.11, we compared the performance of the adaptive sampling technique
and the random sampling technique for detecting the SYN Flood attack when clustering
was done using POTION in both cases. As expected, the adaptive sampling technique
showed superior performance.

5.3

Summary

This chapter presented the results from the simulation based analysis that was performed
on SCAN. The evaluation methodology involved evaluating the components of SCAN
individually before combining them and testing the system as a whole. In this direction,
we first evaluated the performance of the proposed sampling algorithmm, in Section 5.2.1,
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Figure 5.9: ROC curve for SYN Flood attack detection using varying degrees of missing data (via
random sampling).

by comaring its performance with the simple random sampling algorithm. We illustrated,
through our simulation based analysis that the proposed sampling algorithm is superior
to the traditionally used simple random sampling algorithm in predicting the packet mean
delay while reducing the volume of traffic and maintaining the self similarity of the original
network flows.
The second step of the evaluation process involves evaluating POTION, the proposed EM
algorithm based clustering scheme. To do this, in Section 5.2.2, we compared the performance of the proposed algorithm with the widely used k-means clustering algorithm.
Results illustrated that not only is POTION more accurate, but the anomalous flow algorithm has a better performance when the clustering algorithm that is employed is POTION.
Lastly, we evaluated the performance of the anomalous flow detection algorithm. In Section 5.2.3, our simulation results show that even with 10% missing data, the accuracy of
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Figure 5.10: Accuracy of clustering with POTION vs. percentage of missing data.
clustering is in the high eighties. We also show, through our simulations, that the rate of
detection with upto 17% missing data is very high as well.
This chapter provided ample evidence of the efficient and robust performance of the proposed anomaly detection based intrusion detection system. The results have vidicated our
assertion that parametric estimation techniques like the EM algorithm, can be used effectively to detect intrusions in high bandwidth networks by employing sampling based
approaches. The next chapter discusses the possible avenues of future investigation.
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Flood attack.

Chapter 6
Summary and Future Work

The Internet has brought dramatic changes in the interaction between individuals, businesses, and governments. Moreover, global access to the Internet has become ubiquitous.
With broadband networks, large amounts of data can be transferred rapidly between parties
over the Internet. Users take these advances for granted until security attacks cripple the
global Internet. Attacks spread rapidly through the same broadband networks that made
the Internet revolution possible. The cost of these attacks to individuals, companies, and
governments has increased rapidly as well. According to Trend Micro, virus attacks cost
global businesses an estimated $55 billion in damages in 2003, up from about $20 billion
in 2002.
In academia, researchers have proposed the Internet2 and Supernet networks to provide a
networking test bed for all university campuses in the United States to use for real-time
collaboration at speeds that are 1000’s of times faster than those available on currently
deployed campus networks. Many scientists predict that Internet data network speed will
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increase from the 10 Gbps to the Tbps range. With this explosive growth in Internet ecommerce and the advent of the terabit network on the horizon, security experts must
reevaluate current security solutions. Clearly, the critical challenge facing the Internet
in the future is establishing security and trust. Many researchers argue that automatic
detection and protection is the only solution for stopping fast-spreading worms such as the
SQL Slammer and Code Red.
Realizing the fact that traditional intrusion detection systems have not adapted adequately
to new networking paradigms like wireless and mobile networks and nor have they scaled
to meet the requirements posed by high-speed (gigabit and terabit) networks, this research
presents techniques to address the threats posed by network based denial-of-service attacks
in such networks. Although there have been recent attempts [37, 39] to train anomaly
detection models over noisy data, to the best of our knowledge, the research presented
in this dissertation is the first attempt to investigate the effect of incomplete data sets
on the anomaly detection process. This chapter describes the work performed during this
dissertation and highlights significant achievements and possible extensions to the existing
state of the art.

6.1

Summary

This research provides a methodology to detect intrusions when only a subset of the audit
data is available. To achieve this goal, the proposed anomaly detection scheme integrated
a number of components in a unique way to overcome the limitations of previous intrusion detections systems. To tackle the problem of intrusion detection in high bandwidth
networks the following modules were implemented and tested.

107
Sampling for data reduction: We believe that the key to efficient and cost-effective intrusion detection in high bandwidth networks is implementing a system that samples the incoming network traffic instead of attempting to parse and analyze all of
it. From this perspective, in this dissertation, we have presented an adaptive sampling algorithm that uses the weighted least squares predictor to dynamically alter
the sampling rate based on the accuracy of the predictions. Results have shown that
compared to simple random sampling, the proposed adaptive sampling algorithm
performs well on random, bursty data. Our simulation results have shown that the
proposed sampling scheme is effective in reducing the volume of sampled data while
retaining the intrinsic characteristics of the network traffic. In addition, we have also
demonstrated that the proposed sampling scheme preserves the self-similar property
of network traffic in the sampling process.
Bloom filters based fast flow aggregation: In high speed networks, flow aggregation and
state maintenance becomes a problem as the number of flows increase. As a result,
delays are introduced in the intrusion detection process which, in the worst case scenario, makes the intrusion detection system totally ineffective. To mitigate the delay
problem and provide for a fast lookup for maintaining the state of an incoming flow,
this dissertation proposes a Bloom filter based flow aggregation scheme.
Improvements in speed of clustering: The classical EM algorithm has many desirable
features that includes a strong statistical basis, theoretical guarantees about optimality, easily explainable results, robustness to noise and to highly skewed data.
Nevertheless, the classical EM algorithm also has several disadvantages. In general, the EM algorithm converges to a poor locally optimal solution and requires a
number of passes over the dataset for every iteration. To address these problems,
this dissertation proposed improvements in speed by employing sufficient statistics
and learning steps to accelerate convergence and reduce the number of passes per
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iteration.
Anomalous flow detection Lastly based on the improvements described above, this dissertation also proposes a novel a intrusion detection scheme that is capable of detecting anomalous/intrusive flows in the incoming network traffic which would be
indicative of a network based denial of service attack when only a subset of the audit
data is available. Results described above, have shown that the proposed system has
a high rate of detection even when only 75% of the audit data is present.

6.2

Future Work

In the last twenty years, intrusion detection systems have slowly evolved from host- and
operating system-specific applications to distributed systems that involve a wide array
of operating systems. The challenges that lie ahead for the next generation of intrusion
detection systems and, more specifically, for anomaly detection systems are many.
Over the years, numerous techniques, models, and full-fledged intrusion detection systems
have been proposed and built in the commercial and research sectors. However, there is
no globally acceptable standard or metric for evaluating an intrusion detection system.
Although the ROC curve has been widely used to evaluate the accuracy of intrusion detection systems and analyze the tradeoff between the false positives rate and the detection
rate, evaluations based on the ROC curve are often misleading and/or incomplete [44,113].
Recently, several methods have been proposed to address this issue [7, 44, 113]. However,
a majority of the proposed solutions rely on parameters values (such as the cost associated
with each false alarm or missed attack instance) that are difficult to obtain and are subjective to a particular network or system. As a result, such metrics may lack the objectivity

109
required to conduct a fair evaluation of a given system. Therefore, one of the open challenges is the development of a general systematic methodology and/or a set of metrics that
can be used to fairly evaluate intrusion detection systems.
An important aspect of intrusion detection, which has also been proposed as an evaluation
metric [102, 109, 116], is the ability of an intrusion detection system to defend itself from
attacks. Attacks on intrusion detection systems can take several forms. As a specific example, consider an attacker sending a large volume of non-attack packets that are specially
crafted to trigger many alarms within an intrusion detection system, thereby overwhelming the human operator with false positives or crashing the alert processing or display
tools. Axelsson [6], in his 1998 survey of intrusion detection systems, found that a majority of the available intrusion detection systems at that time performed very poorly when it
came to defending themselves from attacks. Since then, the ability of intrusion detection
systems at defending themselves from attacks has improved only marginally.
Lastly, an increasing problem in today’s corporate networks is the threats posed by insiders, viz., disgruntled employees. In a survey [88] conducted by the United States Secret
Service and CERT of Carnegie Mellon University, 71% of respondents out of 500 participants reported that 29% of the attacks that they experienced were caused by insiders.
Respondents identified current or former employees and contractors as the second greatest cyber security threat, preceded only by hackers. Configuring an intrusion detection
system to detect internal attacks is very difficult. The greatest challenge lies in creating a
good rule set for detecting “internal” attacks or anomalies. Different network users require
different degrees of access to different services, servers, and systems for their work, thus
making it extremely difficult to define and create user- or system-specific usage profiles.
Although there is some existing work in this area (e.g., [77, 94]), more research is needed
to find practical solutions.
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6.3

Conclusion

This chapter has presented conclusions based upon the research results, and recommended
areas of future research. The goal of this research was to provide a methodology to detect
network based attacks with incomplete audit data. The proposed scheme, SCAN, attempts
to fill a niche in the intrusion detection domain, by attempting to address the problem of
detecting network based denial-of-service attacks in high performance, high availability
and high speed networks. By employing an intelligent sampling scheme, SCAN reduces
the computational complexity [20] by reducing the volume of audit data that is processed
without losing the intrinsic characteristics of the network traffic. In addition, SCAN also
employs an improved Expectation-Maximization algorithm based clustering technique to
impute the missing values and further increase the accuracy of anomaly detection.
The results of this dissertation have demonstrated that the research goal was achieved. For
reference details of the papers published by the author during the course of the dissertation
work, the reader is directed to the Vita at the end of the dissertation.
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Appendix A
The Expectation–Maximization
Algorithm

The Expectation-Maximization (EM) algorithm is a general method of finding the maximum likelihood estimate of the parameters of a distribution from a given data set when
the data is incomplete or has missing values. There are two main applications of the EM
algorithm. In the first application, the EM algorithm is applied when the data has missing
values, due to problems or limitations of the observation process. The second occurs when
optimizing the likelihood function is analytically intractable but when the likelihood function can be simplified by assuming the existence of and values for additional but missing
(or hidden) parameters. The latter application of the EM algorithm is more commonly
seen in pattern recognition.
Let us suppose that,
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• X : Observed (incomplete data) that is generated by some distribution
• Y: Missing/Unobserved data
• Z: Complete data set such that Z=(X , Y)
• p(z|Θ): Joint conditional density function such that

p(z|Θ) = p(x, y|Θ) = p(y|x, Θ)p(x|Θ),

(A.1)

where Θ is the set of means and covariances and is also sometimes known as the mixture
model. The density function described above arises from the marginal density function
p(x|Θ) and the the assumption of hidden variables and parameter value guesses.
With the density function, we can define a likelihood function as
L(Θ|Z) = L(Θ|X , Y) = p(X , Y|Θ).

(A.2)

The likelihood function is also called the complete-data likelihood. The EM algorithm first
finds the expected value of the complete-data log-likelihood log(p(X , Y|Θ)) with respect
to the unknown data Y given the observed data X and the current parameter estimates.
We use the EM algorithm to estimate the parameters of a mixture of k distributions. The
multivariate Gaussian density function for vector X on d-dimensional space for cluster j,
j ∈ {1,...,k}: is
µ
p(x, Mj , Cj ) =

1
√
((2π)d |C|)

¶
1

e− 2 (x−Mj )

T C −1 (x−M )
j
j

,

(A.3)

131
where Mj is the d-dimensional mean vector and Cj is a d × d diagonal matrix representing
the covariance vector. The index i is used for points and the index j for clusters.
The EM algorithm makes use of the Mahalanobis distance. Using Mahalanobis distance
is particularly useful for skewed data having different sizes. The covariance matrix Cj is
used to scale each dimension for distance computation. The squared Mahalanobis distance
of point yi to cluster j is given by
δ 2 (yi , Mj , Cj ) = δij2 = (yi − Mj )T Cj−1 (yi − Mj ).

(A.4)

The EM algorithm takes a dataset containing n points as an input. The output of the
algorithm is the average logarithmic likelihood L(θ) which is a measure of the quality of
the solution and is defined as
n

L(Θ) =

1X
log(P (xi ; Θ)),
n i=1

(A.5)

where Θ is the mixture model. The algorithm clusters the dataset into k clusters.
EM starts from an approximation to Θ. It has two major steps: the Expectation (E) step and
the Maximization (M) step. EM iteratively executes the E step and the M step as long as
the change in L(θ) is greater than an accuracy threshold ² or as long as a maximum number
of iterations has not been reached. The E step computes P (xi , Mj , Cj ) and P (xi , θ). The
M step updates Θ based on the probabilities computed in the E step. EM is theoretically
guaranteed to monotonically increase L(θ) in each iteration and to converge to a locally
optimal solution.
The two major drawbacks of the EM algorithm are that it is slow to converge and for
many real world problems, the E- or M-steps may be analytically intractable. To alleviate
this and other problems, a number of strategies have been proposed. The most important
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previous work comes from the machine learning community. Neal et al. [85] introduce
the idea of using sufficient statistics1 . In this work, the authors analyze several variants
of EM, conceptualizing the logarithmic-likelihood optimization as an optimization of an
energy function. The key idea behind one of the variants presented in their work is to
use sufficient statistics. They describe a simple mixture problem with a dimensionality of
one and a cluster size of two. They also show experimental evidence of the superiority of
their approach. However, their study is incomplete as it does not address the problem of
clustering large datasets with high dimensionality. Problems related to numerical stability,
proper initialization, and outlier handling are not addressed in their work either. In [13],
Bradley et al. present a scalable EM (SEM) algorithm that iterates in memory and also
summarizes points through their sufficient statistics. To avoid locally optimal solutions,
they re-seed empty clusters and estimate several models concurrently, sharing information
across models. The scheme presented by the authors, requires the user to specify what
fraction of the working buffer should be from the entire database. The value for this
parameter is typically 1%. The authors, however, do not explain why this value gives the
best results. BIRCH [132] and newer extensions of the classical EM algorithm [13, 89]
use data summarization to accelerate convergence.

1

A quantity T (X) that depends on the (observable) random variable X but not on the (unobservable) parameter θ is called a

statistic. A sufficient statistic captures all of the information in X that is relevant to the estimation of θ.
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